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#Z Mike Carter  ,
4eattle TimeT Ttaff reporter

The F#I in 4eattle created a fake newT TtorZ on a CoguT 4eattle TimeT weC page to plant
Toftware in the computer of a TuTpect in a TerieT of ComC threatT to LaceZ’T TimCerline
High 4chool in 2007, according to documentT oCtained CZ the &lectronic Frontier
Foundation (&FF) in 4an FranciTco.

The deception waT puClicized MondaZ when ChriTtopher 4oghoian, the principal
technologiTt for the American Civil LiCertieT Union in WaThington, D.C., revealed it on
Twitter.

In an interview, 4oghoian called the incident “outrageouT” and Taid the practice could
reTult in “Tignificant collateral damage to the puClic truTt” if law enforcement CeginT co-
opting the media for itT purpoTeT.

The &FF documentT reveal that the F#I dummied up a TtorZ with an ATTociated PreTT
CZline aCout the ThurTton CountZ ComC threatT with an email link “in the TtZle of The
4eattle TimeT,” including detailT aCout TuCTcriCer and advertiTer information.
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The link waT Tent to the TuTpect’T MZ4pace account. When the TuTpect clicked on the
link, the hidden F#I Toftware Tent hiT location and Internet Protocol information to the
agentT. A juvenile TuTpect waT identified and arreTted June 14.

The revelation Crought a Tharp reTponTe from the newTpaper.

“We are outraged that the F#I, with the apparent aTTiTtance of the U.4. AttorneZ’T Office,
miTappropriated the name of The 4eattle TimeT to TecretlZ inTtall TpZware on the
computer of a crime TuTpect,” Taid 4eattle TimeT &ditor KathZ #eTt.

“Not onlZ doeT that croTT a line, it eraTeT it,” The Taid.

“Our reputation and our aCilitZ to do our joC aT a government watchdog are CaTed on
truTt. Nothing iT more fundamental to that truTt than our independence — from law
enforcement, from government, from corporationT and from all other Tpecial intereTtT,”
#eTt Taid. “The F#I’T actionT, taken without our knowledge, traded on our reputation
and put it at peril.”

An AP TpokeTman alTo criticized the tactic.

“We are extremelZ concerned and find it unacceptaCle that the F#I miTappropriated the
name of The ATTociated PreTT and puCliThed a falTe TtorZ attriCuted to AP,” Paul
Colford, director of AP media relationT. “ThiT ploZ violated AP’T name and undermined
AP’T crediCilitZ.”

Frank MontoZa Jr., the Tpecial agent in charge of the F#I in 4eattle, defended the
inveTtigation and the technique, which court recordT Thow led to the arreTt and
conviction of a 15-Zear-old Ttudent.

“&verZ effort we made in thiT inveTtigation had the goal of preventing a tragic event like
what happened at MarZTville and 4eattle Pacific UniverTitZ,” MontoZa Taid. “We
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identified a Tpecific TuCject of an inveTtigation and uTed a technique that we deemed
would Ce effective in preventing a poTTiCle act of violence in a Tchool Tetting.

“UTe of that tZpe of technique happenT in verZ rare circumTtanceT and onlZ when there
iT Tufficient reaTon to Celieve it could Ce TucceTTful in reTolving a threat,” he Taid.

AZn Dietrich-WilliamT, the TpokeTwoman for the F#I-4eattle, pointed out that the
Cureau did not uTe a “real 4eattle TimeT article, Cut material generated CZ the F#I in
TtZleT common in reporting and online media.”

ATTiTtant U.4. AttorneZ TeTTa Gorman, chief of the office’T criminal diviTion, waT
reviewing the &FF documentT provided to her CZ The TimeT and had no immediate
comment. KathrZn Warma, the proTecutor who overTaw the caTe, haT Tince retired.

The &FF poTted 172 pageT of documentT concerning the F#I’T uTe of a Toftware tool
called a “Computer and Internet Protocol AddreTT Verifier” (CIPAV) in two caTeT — one
involving the TimCerline High 4chool ComC threatT and the other involving an extortion
attempt againTt a cruiTe line in Florida. More than half of the documentT relate to the
4eattle caTe.

According to the documentT, CIPAV letT the F#I “geophZTicallZ” locate a computer and
itT Internet Protocol addreTT.

4oghoian Taid the Toftware iT activated when Tomeone clickT on the CoguT link. The
technique apparentlZ exploitT the Tame computer-TecuritZ vulneraCilitieT uTed CZ
hackerT.

Police in LaceZ, ThurTton CountZ, contacted the NorthweTt CZCer-Crime TaTk Force after
the Tchool Cegan receiving a TerieT of ComC threatT Ceginning in late MaZ 2007 and
continuing into earlZ June. The Tchool waT forced to evacuate TtudentT at leaTt twice,
and police were unaCle to identifZ a TuTpect.

The documentT indicate the F#I in 4eattle oCtained a Tearch warrant to “deploZ” the
CIPAV Toftware after the taTk force, which iT run CZ the F#I, received a puClic tip aCout a
TuTpect. 4pecial Agent Norman 4anderT, in Teeking the warrant, Taid the Cureau would
Tend a “communication” to the TuTpect’T computer that would make the computer
identifZ itTelf for the agent.
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The caTe waT taken up CZ the U.4. AttorneZ’T Office, which helped draft and approve the
warrant. The warrant doeT not TaZ that “communication” would Ce a CoguT newT TtorZ
that appeared to Ce puCliThed online CZ The 4eattle TimeT.

Mike Carter: mcarter@TeattletimeT.com or 206-464-3706

Mike Carter: 206-464-3706 or mcarter@TeattletimeT.com; on Twitter: @TtimeTmcarter.

� View 0 Comment�

Todat’� Front Page

� Facehook

, Twitter

Coptright © 2018 The 	eattle Time�  |  Privact �tatement  |  Term� of �ervice

Contact

Ahout the compant

Adverti�e

	uh�criher 	ervice�

Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 89 of 182

mailto:mcarter@seattletimes.com
mailto:mcarter@seattletimes.com
https://twitter.com/stimesmcarter
https://www.seattletimes.com/PDF/frontpage.pdf
https://www.facebook.com/seattletimes
https://twitter.com/seattletimes
https://company.seattletimes.com/notices/notice3.html
https://company.seattletimes.com/notices/notice2.html
https://company.seattletimes.com/notices/notice1.html
https://www.seattletimes.com/type/link/
http://company.seattletimes.com/who-we-are/
https://www.seattletimes.com/type/link/
https://www.seattletimes.com/type/link/


 
 
 
 

EXHIBIT I 

Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 90 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 91 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 92 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 93 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 94 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 95 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 96 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 97 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 98 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 99 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 100 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 101 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 102 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 103 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 104 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 105 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 106 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 107 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 108 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 109 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 110 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 111 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 112 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 113 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 114 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 115 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 116 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 117 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 118 of 182



 
 
 
 

EXHIBIT J 

Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 119 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 120 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 121 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 122 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 123 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 124 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 125 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 126 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 127 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 128 of 182



Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 129 of 182



 
 
 
 

EXHIBIT K 

Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 130 of 182



9/11/2018 FBI should stop using journalism as a cover for operations says SPJ

https://www.spj.org/news.asp?ref=462 1/2

   

Search SPJ.org  

Join SPJ | 
Renew me

— ADVERT

Advertise

News and More 
Click to Expand Instantly

SPJ News

Events and Deadlines 
Quill 
Journalist's Toolbox 

Embed View on Twitter

Tweets by @spj_tweets

38m

Researchers at @ASU's 
Walter Cronkite School of 
Journalism have begun 
studying stations that are 
trying to make meaningful 
changes on broadcast and 
digital platforms - they want to 
hear from you. Meet them at 
#EIJ18 Sept. 27 to share your 
insight. bit.ly/2CIqena

 

"I don’t believe there has 
even been a larger podcast 
sponsorship in audience 
reach, exclusivity term, or 
financial commitment." 
#podcasts bit.ly/2CWYICT

Society of Profess
@spj_tweets

Society of Profess
@spj_tweets

Stay in Touch 

    

Society of Professional Journalists 

 Improving and protecting journalism since 1909

SPJ + Google are offering FREE “Covering and Protecting Your Elections” trainings in 12 cities. Find out where we’re headed and sig

Home > SPJ News > FBI should stop using journalism as a cover for operations says SPJ

SPJ News 

Latest SPJ News | RSS

FBI should stop using
journalism as a cover for
operations says SPJ 

 

SPJ News 

8/7/1996 

 
Tweet

 

The Federal Bureau of Investigation has no business permitting its informants to impersonate

journalists, said G. Kelly Hawes, president of the Society of Professional Journalists, after learning that

an informant posed as a newspaper reporter during an FBI sting operation. 

 

David H. Elton III posed as a reporter for the Spokane Valley Herald in Washington as he wore a

recorder relaying information to the FBI. Elton conducted a series of interviews with James Marks,

who was being investigated by the FBI. 

 

"The Society of Professional Journalists opposes the practice of police of�cers or FBI agents or their

informants posing as journalists to obtain information," said Hawes in a letter to Louis J. Freeh, FBI

director. "It is imperative that the FBI and other law enforcement agencies be able to do their jobs. The

American system of justice depends on it. But it is also imperative that journalists be able to do their

jobs, acting as the watchdogs on government and the criminal justice system. Journalists should not

pose as police of�cers, and police of�cers should not pose as journalists. The welfare of the republic

requires it." 

 

Hawes encouraged Freeh to support a policy prohibiting the FBI's use of the journalism profession as

a cover for informants or operatives.  

 

This is the third time in the last 18 months that SPJ has criticized a government agency for the use of

journalism as a cover for operations. In 1995 SPJ condemned U.S. Postal Inspectors for posing as

reporters. Postmaster General Marvin Runyan has since prohibited the practice. Earlier this year, the
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Society urged the Central Intelligence Agency to get rid of the loopholes in its ban on the use of

journalism as a cover.
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FBI agents, posing as a documentary film crew, conduct an undercover investigation into the Bundy family and their role in the 2014 standoff in Bunkerville,
Nevada.

New Video Shows Undercover FBI Operation Against Bundy Family
    

MAY 15,  2017  

AMERICAN PATRIOT: INSIDE THE ARMED UPRISING AGAINST THE FEDERAL GOVERNMENT
(HTTPS://WWW.PBS.ORG/WGBH/FRONTLINE/FILM/AMERICAN-PATRIOT-INSIDE-THE-ARMED-UPRISING-AGAINST-THE-
FEDERAL-GOVERNMENT/)

/ by  ABBY ELLIS (HTTPS://WWW.PBS.ORG/WGBH/FRONTLINE/PERSON/ABBY-ELLIS/)  •

SARAH CHILDRESS (HTTPS://WWW.PBS.ORG/WGBH/FRONTLINE/PERSON/SARAH-CHILDRESS/)  •

RICHARD ROWLEY (HTTPS://WWW.PBS.ORG/WGBH/FRONTLINE/PERSON/RICHARD-ROWLEY/)
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In a never-before-released video, FBI agents posing as documentary filmmakers can be seen running an under-

cover operation to investigate a Nevada ranching family whose fight with the federal government sparked an

armed uprising and rallied militias from around the country.

The undercover operation by “Longbow Productions” began shortly after the Bundy family and hundreds of sup-

porters, many of them armed, forced government agents to surrender cattle they’d impounded from the family

in 2014.

In audio and video recordings of the operation, an FBI agent going by the pseudonym “Charles Johnson” tries to

find out the Bundy “family rank structure” and who planned the uprising in the desert town of Bunkerville.

He asks Ammon Bundy, who became the face of the family’s fight against the government, “Did you think you

might have to take a life?” Bundy responded, “I never did once think I’d have to take a life.”

At another point, one of Ammon’s brothers, Ryan, asks the undercover crew: “I want to know if this is an inter-

view or an interrogation.”

The footage is now part of a sweeping federal case against Ammon, Ryan, their father Cliven Bundy, and two

others. The existence of the materials was confirmed in court filings, but its release has been blocked by a federal

judge in order to protect the identities of the undercover agents.

FRONTLINE obtained video and audio recordings of the operation in the course of reporting for the film Ameri-

can Patriot: Inside the Armed Uprising Against the Federal Government

(https://www.pbs.org/wgbh/frontline/film/american-patriot-inside-the-armed-uprising-against-the-federal-

government/), a months-long investigation of the Bundys’ confrontations with federal agents and the militia

movement they helped inspire.

(In the clip above, FRONTLINE has concealed the agents’ identities and voices.)

Federal prosecutors declined to comment on the operation, as did the FBI.

In an interview from prison, Ammon said the Bundys were at first wary of Longbow and reluctant to participate.

“We actually said no the first couple of times. We just didn’t feel comfortable … But he was persistent.”

Ultimately, Ammon agreed to participate, and convinced his family to as well. “I think about that the whole time

my mom’s in there peeling potatoes for them, cooking for them, they’re plotting to destroy our family,” he told

FRONTLINE.

The Bundys are scheduled to go on trial next month on multiple charges, including conspiracy and assaulting and

threatening a federal agent.

Ammon Bundy’s attorney, Dan Hill, called the FBI operation troubling.

“They impersonated journalists so they could interrogate people the FBI fully intended on charging with serious

crimes, without any lawyers present,” he said. “We should not have to fear that our government is infiltrating

America’s sacred press and media institutions in order to try to gain prosecutorial advantages against its own

people.”
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After coming under criticism for this type of operation in the past, the FBI inspector general recommended that

they be limited to circumstances approved at a high level within the bureau.

As part of the Longbow operation, the FBI also used its access to the Bundys to interview militia members who

had been at the Bunkerville standoff.  One of them, Greg Burleson, was part of a militia in Arizona.

While undercover cameras were running, the agents gave Burleson alcohol and asked him what the response

would have been had the federal government crossed into a perimeter the militia had set up in Bunkerville.

Burleson responded: “Dead bodies. Literally.”

The footage was used to help convict Burleson last month on eight charges, including threatening and assaulting

a federal officer. He faces a minimum of 57 years in prison.

As the investigation was going on, Ammon Bundy travelled to Oregon, where in January 2016 he ended up stag-

ing an armed standoff — this time occupying the Malheur National Wildlife Refuge. The standoff ended in

Bundy’s arrest, as well as in the death of one of the other occupation leaders — Robert LaVoy Finicum.

In October, Ammon Bundy was acquitted of conspiracy for his role in the Malheur showdown, as was his brother

Ryan and five others. In a second trial, two more supporters were acquitted of conspiring to impede federal offi-

cers, but convicted of lesser charges.

Last month in Nevada, a judge declared a mistrial for four of Bundy’s co-defendants for their role in Bunkerville.

Soon after the Bunkerville standoff ended in April 2014, the undercover agent called the Bundy family to talk

about filming at the ranch. In the audio recordings, Ammon Bundy comments that he cannot find much about

Longbow Productions online.

“I just don’t keep a lot of stuff up there because it is not my product anymore,” the agent tells him. “That’s why I

invested my money here because I don’t want it to go to the wrong hands.”

After some back and forth, Ammon says, “I think I’ve got what I wanted so I feel a lot more comfortable about

it.”

Watch American Patriot: Inside the Armed Uprising Against the Federal Government

(https://www.pbs.org/wgbh/frontline/film/american-patriot-inside-the-armed-uprising-against-the-federal-gov-

ernment/) on-air and online (https://www.pbs.org/wgbh/frontline/film/american-patriot-inside-the-armed-upris-

ing-against-the-federal-government/) starting Tuesday, May 16 at 10 p.m. EST/9 p.m. CST on (check local PBS listings

(https://www.pbs.org/wgbh/frontline/schedule/)).

Correction: An earlier version of this story said that supporters of Ammon Bundy were convicted of misdemeanors. They were convicted of felonies.
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FBI Spokesperson Suggests Posing As
an Associated Press Reporter Is No
Different Than Posing As a Dentist

MARK   VAN   S CYOC  /  SHUTTERSTOCK . COM

On Tuesday afternoon, FBI Seattle bureau spokesperson Ayn Dietrich-Williams called me
on my cell phone. The main purpose of her phone call was to inform me that, although FBI
agents appear to have used the Seattle Times as a reference when crafting a fake story
to lure a suspect into installing spyware on his computer, the fake story they actually
sent out only pretended to be from the Associated Press.

Earlier that day, the AP had said the FBI's "ploy" undermines the news agency's credibility
and called it "unacceptable."

Like  Tweet Tweet  
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As we talked about the implications of her clarification, Dietrich-Williams betrayed a blasé
attitude toward objections by media outlets to the FBI impersonating any reporter,
regardless of which publication it might be. At one point, she compared journalists
to dentists and suggested FBI agents pretending to be either one was equally harmless.

ADVERTISEMENT

"We just used something in the style of media," she told me. "We could have pulled it off the
Washington Post or New York Times."

FBI agents were racing against time to catch the suspect, Dietrich-Williams said. At the
time, the suspect was a 15-year-old who was sending bomb threats to Timberline High
School near Olympia. The year was 2007. The agents "knew the media approach would
work with him" because, she explained, he was a megalomaniacal person who'd be
interested in coverage of his exploits.

The "technique" of impersonating journalists, Dietrich-Williams emphasized to me, is
rarely used. How rarely, though? Could she provide a general number for how many
times this has happened? "That's something you'd have to FOIA," she told me. And the
FBI's new Seattle bureau head, Frank Montoya Jr., will not be offering any further
public comment on the matter, she said.

I suggested that the desire to quickly catch a suspect does not justify impersonating media
organizations, which are meant to play the role of independent watchdogs of government.

ADVERTISEMENT

"If you and I were at dinner, we'd have a long discussion about the ethics of it," she said.
"What if we said that we were dentists. Would all the dentists be upset?"

They probably would. Medical professionals, like journalists, are trusted with personal
information about their patients. Without that trust, their work becomes more difficult and
the same is true for journalists—without the trust that readers and sources have in
reporters, there wouldn't be a meaningful independent press. And journalistic work is
already difficult enough. Some journalists are being threatened with jail time by the
Obama administration for publishing what they uncover. Around the world, journalists are
often targeted for violence with bullets and bombs. They get killed on the job nationally
and internationally. If hackers (even hackers who threaten to blow things up, as in 2007)
cannot trust that journalists are who they say they are, they may see them as enemies rather
than as neutral parties.

Dietrich-Williams's comments haven't mollified Seattle Times editor Kathy Best much,
either. Best expressed outrage on Monday after the FBI's ruse first came to light. "Even if
the Times name wasn’t used, the issues raised are the same," Best said in a statement

Case 1:17-cv-01701-RC   Document 21-3   Filed 09/14/18   Page 143 of 182

http://www.thestranger.com/slog/archives/2014/07/23/meet-frank-montoya-jr-seattles-new-fbi-special-agent-in-charge
http://www.democracynow.org/2014/10/14/james_risen_prepared_to_pay_any
https://en.wikipedia.org/wiki/List_of_journalists_killed_in_the_United_States
https://www.cpj.org/killed/2014/


9/11/2018 FBI Spokesperson Suggests Posing As an Associated Press Reporter Is No Different Than Posing As a Dentist - Slog - The Stranger

https://www.thestranger.com/slog/archives/2014/10/30/fbi-spokesperson-suggests-posing-as-an-associated-press-reporter-is-no-different-than-posing-as-a-dentist 3/4

Tuesday. "The FBI, in placing the name of the Associated Press on a phony story sent to a
criminal suspect, crossed a line and undermined the credibility of journalists
everywhere—including at The Times.”

Can we expect better from the FBI, America's top law enforcement agency? That they might
adhere to some, you know, principles, out of respect for the Fourth Estate?

ADVERTISEMENT

Absent stronger pushback from journalists and the public, the answer appears to be no. In
2000, reporters caught on to the fact that FBI agents were pretending to be journalists,
complete with their own press passes, in Spokane during the trial of a group of white
supremacists. "This decision... put the reporters covering the trial at risk," said Kyle Elyse
Niederpruem, the Society of Professional Journalists' president at the time. “Should the
crowd have uncovered the FBI scam, undoubtedly it would have been taken out on the
working press—people who were there covering a trial and using legitimate credentials.”

During the furor over the FBI's scam, the local sheriff who'd given the agents fake media
credentials pulled them and said he regretted the decision.

In 2010, a man blockading a street in Haiti during an outburst of riots stopped me,
pulled out a knife, and demanded to see my press badge. He examined it closely for a
moment. Then he let me pass through, but warned that I should have worn it more visibly
on the outside of my shirt. If he hadn't believed in the authenticity of my badge, it's hard to
know what would have happened. That badge helped me get through several barricades.

"In 1996 we asked you to take action for a similar abuse," SPJ's Niederpruem
continued, in an open letter to the Clinton administration and FBI. "Apparently, the
Bureau didn’t get the message then—and didn’t adjust its own policies to avoid repeating
history."
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FBI says it faked AP story to catch bomb suspect
Oct. 28, 2014

SEATTLE (AP) — The FBI confirmed Tuesday it faked an Associated Press story to catch a bomb
threat suspect in 2007, but now says it did not spoof a Seattle Times Web page as part of the
investigation.

Police in Lacey, near Olympia, sought the FBI's help as repeated bomb threats prompted a week of evacuations at

Timberline High School in June 2007.  

 

After police interviews of potential suspects came up empty, the agency obtained a warrant from a federal

magistrate judge to send a "communication" to a social media account associated with the bomb threats, with the

idea of tricking the suspect into revealing his location, according to documents obtained by the San Francisco-

based Electronic Frontier Foundation.  

 

The "communication," which contained a software tool that could verify Internet addresses, turned out to be a link

to a phony AP story about the bomb threats posted on a Web page created by the FBI. The 15-year-old suspect

clicked on the link, revealing his computer's location and Internet address, and helping agents confirm his identity.

 

The documents suggested the bogus story was posted on a fake Seattle Times site, but Seattle FBI spokeswoman

Ayn Dietrich said Tuesday that was wrong. Instead, she said an undercover agent sent the teen a hyperlink that

simply said "article," and nowhere was The Seattle Times referenced.  

 

The confusion stemmed from an email between FBI employees that referred to an "email link in the style of The

Seattle Times," but that link was simply provided as an example of what a news story link might look like, Dietrich

said.  

 

The FBI did not initially respond to AP's request earlier Tuesday for further detail about the fake story, beyond

saying the ruse was necessary as part of the investigation.  

 

"Every effort we made in this investigation had the goal of preventing a tragic event like what happened at

Marysville and Seattle Pacific University," said Frank Montoya Jr., the FBI's special agent in charge in Seattle,

referring to two local school shootings this year. "We identified a specific subject of an investigation and used a

technique that we deemed would be effective in preventing a possible act of violence in a school setting. Use of

that type of technique happens in very rare circumstances and only when there is sufficient reason to believe it

could be successful in resolving a threat."  

 

AP spokesman Paul Colford said Tuesday the FBI's "ploy violated AP's name and undermined AP's credibility."  
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"We are extremely concerned and find it unacceptable that the FBI misappropriated the name of The Associated

Press and published a false story attributed to AP," Colford said in a statement.  

 

Kathy Best, editor of The Seattle Times, said in a statement that while the newspaper was "pleased to hear" the FBI

did not use the paper's name, it would have preferred to have found that information out earlier from the agency

"instead of a defense of the tactic" Monday after the FBI was presented with internal agency documents showing a

mocked up, phony Seattle Times email and Web page.  

 

"Even if The Seattle Times name wasn't used, the issues raised are the same. The FBI, in placing the name of The

Associated Press on a phony story sent to a criminal suspect, crossed a line and undermined the credibility of

journalists everywhere — including at The Times," Best said.  

 

Dietrich said she had no information about how often the FBI has faked news stories during investigations beyond

Montoya's description that it was "very rare."  

 

"In order to safeguard the FBI's ability to effectively detect, disrupt, and dismantle threats to the public, we must

be judicious in how we discuss investigative techniques," Dietrich said in an email.  

 

The documents revealing the deception were publicized Monday on Twitter by Christopher Soghoian, the

principal technologist for the American Civil Liberties Union.  

 

___  

 

Follow Johnson at https://twitter.com/GeneAPseattle
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The Washington Post

PowerPost Opinion

FBI impersonation of journalists can be hazardous to their
health

By Joe Davidson
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Columnist

September 21, 2016

A new Justice Department inspector general’s report giving the FBI a pass on its impersonation of a
journalist hit home. Law enforcement officials apparently don’t realize how dangerous a masquerade can
be.

Last week’s report says the FBI did not violate the weak policies in effect when an agent pretended to be
an Associated Press editor to catch a 2007 serial intimidator who made bomb threats by email. The FBI
recently issued tougher, interim requirements for agents posing as journalists.

For journalists, that’s not good enough.

Impersonation of journalists by law enforcement or intelligence officers can be perilous — for the
journalists.

This helps explain:

For a 1986 Wall Street Journal article on life under apartheid, I lived with a family in a shanty section of
Port Elizabeth, an industrial seaport on the Indian Ocean. The all-black shack town was named Soweto,
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sometimes called Soweto by the Sea, to distinguish it from the much larger township in Johannesburg.

I was in a shebeen, one of the unlicensed beer joints the racist regime allowed to exist. I had been in
Soweto for some time, and word spread about a black American in the township. Being an American in
South Africa at that time was ample cause for curiosity and suspicion among those fighting for freedom
and democracy.  After all, then-President Reagan had aligned the United States with the racist
government that violently and systematically repressed the majority black population.

My absorption of shebeen culture was interrupted when three young men confronted me, asking me to
step outside. At that time in the black townships, there were informal gangs, kind of like self-appointed
vigilantes, known as Mabuto.  They took it upon themselves to bring their brand of justice to those
thought to be spies for the system. Sometimes that justice was a “necklace,” a flaming tire around
someone’s neck.

Once outside in the no-streetlight night, one of the Mabuto informed me that “people are saying you are
with the CIA.”

Not good. Also, not true.

I talked my way out of it by explaining how black Americans felt about Reagan.

That experience demonstrated the grave risks that can grow from situations that allow people to confuse
intelligence or law enforcement officials with journalists. Like those officials, journalists go into
dangerous environments, investigate controversial and illegal doings, and question unsavory characters.
Being mistaken for an officer, while not having the same resources for protection — a gun and backup
assistance, for example — can be hazardous to a reporter’s life.

In the 2007 case, an agent pretended to be a journalist to catch a teenager who had phoned in bomb
threats to a high school in Lacey, Wash., south of Seattle. An FBI behavioral analysis determined that the
15-year-old “appeared to be very narcissistic and was feeding off the attention he was receiving as a result
of the bomb threats,” according to the report.

But they didn’t know who was sending the emails through proxy servers to shield his location.

The FBI decided to play on the kid’s narcissism by sending him an email from the make-believe editor.
The email included an attachment with a fake news story and pictures. When the link to the photos was
clicked, it activated a computer program that revealed the teenager’s location. He was caught.

It was an ingenious ploy that worked. But the cost was clouding a crucial and needed distinction between
law enforcement and journalism.
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After the FBI’s charade was exposed in 2014, the Reporters Committee for Freedom of the Press protested
in a letter to the Justice Department and the FBI on behalf of more than two dozen journalism
organizations, including The Washington Post. It said “the utilization of news media as a cover for
delivery of electronic surveillance software … endangers the media’s credibility and creates the
appearance that it is not independent of the government.”

On Thursday, the day the study was released, AP Vice President Paul Colford said impersonation
“compromises the ability of a free press to gather the news safely and effectively and raises serious
constitutional concerns.”

The FBI adopted “a much more strict interim policy” on impersonating journalists in June, as the study
was being finalized, according to the report. But the stricter policy, which requires a series of approvals,
falls short, said Bruce Brown, the Reporters Committee executive director.

Inspector General Michael Horowitz called the new policy “a significant improvement.” True, but he
should have pushed for a ban on journalistic impersonation.

Any policy regulating impersonation of journalists should do so “more aggressively than this one does,”
Brown said. A more aggressive policy, he added, would require the attorney general to approve the
deception and inform the news organization affected, at least after its name had been used.

But even a more aggressive policy would be second best to no ruse.

Brown was emphatic: “We never want to see impersonation.”
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