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From:   
Sent: Wednesday, April 05, 2017 6:18 AM 
To:  ) 
Cc:   
Subject: RE: The Summons for Twitter account 
 
Can I have the   case #? 
 
________________________________ 
From:   
Sent: Tuesday, April 04, 2017 11:14:46 PM 
To:

Cc:

Subject: FW: The Summons for Twitter account
 
Please see the below email.  I was just informed that twitter is challenging the summons in court unless we withdraw it 
in the next 48hrs. 
 
Please advice 
 

 
 
________________________________________ 
From:   
Sent: Tuesday, April 04, 2017 11:10:29 PM 
To:   
Subject: FW: The Summons for Twitter account 
 
Agent 
 
We are now representing Twitter in connection with the Section 1509 summons concerning the @alt_uscis account.  
Please direct any further communications on this matter to my attention. 
 
As  has indicated, Twitter has significant concerns regarding the summons, and Twitter intends to file a 
challenge to the summons in court unless it is withdrawn within 48 hours of   email to you earlier today. 
 
The language of 19 U.S.C. § 1509 indicates that a summons such as this may be used to compel the production of 
records only when the agency is engaged in an investigation relating to compliance with laws concerning imported 
merchandise.  In addition, the types of records whose production may be compelled by such a summons are narrowly 
defined in §§ 1508 and 1509—again, as limited to records relating to imported merchandise.  You have not provided 
Twitter with any basis to conclude that either the purpose of the summons, or the type of the records it demands 
Twitter to produce, fall within these statutory parameters. 
 
In addition, Twitter is concerned that the summons infringes the First Amendment rights of its users to speak 
pseudonymously on the Twitter platform and Twitter’s own First Amendment rights to host such speech.  Because 
enforcement of the summons would impact one or more Twitter users who have been using Twitter’s service to engage 
in criticism of the government without disclosing their real identities, the First Amendment interests at stake here are 
heightened.  Twitter believes that, under the First Amendment, there should be no enforcement of the summons absent 
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an evidentiary showing by CBP that that some criminal or civil offense has been committed, that unmasking the users’ 
identity is the least restrictive means for investigating that offense, that the agency’s demand for this information is not 
motivated by a desire to suppress free speech, and that the interests of pursuing that investigation outweigh the 
important free speech rights of Twitter and its users.  Your communications to Twitter have not indicated that such a 
showing can be made in these circumstances. 
 
Regards, 
 

 
 

Washington, DC 20006 USA 
(t) 
(f) 

 
 
 
‐‐‐‐‐‐‐‐‐‐ Forwarded message ‐‐‐‐‐‐‐‐‐‐ 
From:  ) 

Date: Tue, Apr 4, 2017 at 11:45 AM 
Subject: RE: The Summons for Twitter account 
To:

> 
 

 
Per our phone conversation, CBP had no intention of acquiring a non‐disclosure and that we did not have an issue if 
twitter notified the account holder.  I also understand that your question of legal attority was cleared up and that you 
understood that it was within the scope. 
 
That is because if a person or group is using Twitter to release controlled information or message ways around laws that 
CBP is responsible to enforce it would fall under that summons. 
 
Are you now saying that you do not feel that the summons is not valid? 
 

________________________________________ 
From:   
Sent: Tuesday, April 04, 2017 7:12:31 PM 
To:   
Subject: Re: The Summons for Twitter account 
 
Agent

 
Please be advised that consistent with my last email, we provided notice to the user of the @alt_uscis account of your 
request for account information.  Due to unresolved concerns regarding the legality of the summons, we have also 
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WARNING: THIS MESSAGE MAY CONTAIN INFORMATION WHICH IS SENSITIVE, CONFIDENTIAL, OR EXEMPT FROM 
DISCLOSURE.  PLEASE DELIVER THIS DOCUMENT IMMEDIATELY TO THE INTENDED RECIPIENT LISTED ABOVE.  THE 
DEPARTMENT OF HOMELAND SECURITY, U.S. CUSTOMS AND BORDER PROTECTION, HAS NOT APPROVED THE REVIEW, 
USE, DUPLICATION, DISSEMINATION, OR RETRANSMISSION OF THIS DOCUMENT BY ANYONE, OTHER THAN THE 
INTENDED RECIPIENT, AND IS THEREFORE PROHIBITED. 
 
 
 
 
‐‐ 
 
 
 
 
 
 
 
 
 
‐‐ 
 

 

Associate General Counsel ‐ Global Law Enforcement 
 

 San Francisco | CA, 94103 
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Associate General Counsel - Global Law Enforcement 

San Francisco | CA, 94103 
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Associate General Counsel - Global Law Enforcement 
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We are now representing Twitter in connection with the Section 1509 summons concerning the @alt_uscis account.  Please direct any 
further communications on this matter to my attention. 
 
As has indicated, Twitter has significant concerns regarding the summons, and Twitter intends to file a challenge to the 
summons in court unless it is withdrawn within 48 hours of email to you earlier today. 
 
The language of 19 U.S.C. § 1509 indicates that a summons such as this may be used to compel the production of records only when 
the agency is engaged in an investigation relating to compliance with laws concerning imported merchandise.  In addition, the types of 
records whose production may be compelled by such a summons are narrowly defined in §§ 1508 and 1509—again, as limited to 
records relating to imported merchandise.  You have not provided Twitter with any basis to conclude that either the purpose of the 
summons, or the type of the records it demands Twitter to produce, fall within these statutory parameters. 
 
In addition, Twitter is concerned that the summons infringes the First Amendment rights of its users to speak pseudonymously on the 
Twitter platform and Twitter’s own First Amendment rights to host such speech.  Because enforcement of the summons would impact 
one or more Twitter users who have been using Twitter’s service to engage in criticism of the government without disclosing their real 
identities, the First Amendment interests at stake here are heightened.  Twitter believes that, under the First Amendment, there should 
be no enforcement of the summons absent an evidentiary showing by CBP that that some criminal or civil offense has been 
committed, that unmasking the users’ identity is the least restrictive means for investigating that offense, that the agency’s demand for 
this information is not motivated by a desire to suppress free speech, and that the interests of pursuing that investigation outweigh the 
important free speech rights of Twitter and its users.  Your communications to Twitter have not indicated that such a showing can be 
made in these circumstances. 
 
Regards, 

| WilmerHale 

Washington, DC 20006 USA 
(t) 
(f) 

 
 
---------- Forwarded message ---------- 
From: 
Date: Tue, Apr 4, 2017 at 11:45 AM
Subject: RE: The Summons for Twitter account 
To:
 

Per our phone conversation, CBP had no intention of acquiring a non-disclosure and that we did not have an issue if twitter notified 
the account holder.  I also understand that your question of legal attority was cleared up and that you understood that it was within the 
scope. 
 
That is because if a person or group is using Twitter to release controlled information or message ways around laws that CBP is 
responsible to enforce it would fall under that summons. 
 
Are you now saying that you do not feel that the summons is not valid? 
 

_____ ________________ 
From:
Sent: Tuesday, April 04, 2017 7:12:31 PM 
To:  
Subject: Re: The Summons for Twitter account 
 
Agent 
 
Please be advised that consistent with my last email, we provided notice to the user of the @alt_uscis account of your request for 
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Associate General Counsel - Global Law Enforcement 

San Francisco | CA, 94103 
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We are now representing Twitter in connection with the Section 1509 summons concerning the @alt_uscis account.  Please direct any 
further communications on this matter to my attention. 
 
As has indicated, Twitter has significant concerns regarding the summons, and Twitter intends to file a challenge to the 
summons in court unless it is withdrawn within 48 hours of email to you earlier today. 
 
The language of 19 U.S.C. § 1509 indicates that a summons such as this may be used to compel the production of records only when 
the agency is engaged in an investigation relating to compliance with laws concerning imported merchandise.  In addition, the types of 
records whose production may be compelled by such a summons are narrowly defined in §§ 1508 and 1509—again, as limited to 
records relating to imported merchandise.  You have not provided Twitter with any basis to conclude that either the purpose of the 
summons, or the type of the records it demands Twitter to produce, fall within these statutory parameters. 
 
In addition, Twitter is concerned that the summons infringes the First Amendment rights of its users to speak pseudonymously on the 
Twitter platform and Twitter’s own First Amendment rights to host such speech.  Because enforcement of the summons would impact 
one or more Twitter users who have been using Twitter’s service to engage in criticism of the government without disclosing their real 
identities, the First Amendment interests at stake here are heightened.  Twitter believes that, under the First Amendment, there should 
be no enforcement of the summons absent an evidentiary showing by CBP that that some criminal or civil offense has been 
committed, that unmasking the users’ identity is the least restrictive means for investigating that offense, that the agency’s demand for 
this information is not motivated by a desire to suppress free speech, and that the interests of pursuing that investigation outweigh the 
important free speech rights of Twitter and its users.  Your communications to Twitter have not indicated that such a showing can be 
made in these circumstances. 
 
Regards, 

| WilmerHale 

Washington  DC 20006 USA 
(t) 
(f) 

 
---------- Forwarded message ---------- 
From: )
Date: Tue, Apr 4, 2017 at 11:45 AM 
Subject: RE: The Summons for Twitter account 
To:
 

Per our phone conversation, CBP had no intention of acquiring a non-disclosure and that we did not have an issue if twitter notified 
the account holder.  I also understand that your question of legal attority was cleared up and that you understood that it was within the 
scope. 
 
That is because if a person or group is using Twitter to release controlled information or message ways around laws that CBP is 
responsible to enforce it would fall under that summons. 
 
Are you now saying that you do not feel that the summons is not valid? 
 

______ ___________________ 
From:
Sent: Tuesday, April 04, 2017 7:12:31 PM 
To:  
Subject: Re: The Summons for Twitter account 
 
Agent 
 
Please be advised that consistent with my last email, we provided notice to the user of the @alt_uscis account of your request for 
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Respectfully, 

Assistant Special Agent in Charge 
Investigative Operations Division 
Office of Professional Responsibility 
U.S. Customs and Border Protection 
  
cell:
email: 
  

 
  
  
From:
Sent: Wednesday, April 05, 2017 8:46 AM 
To:  

FUNN, ERICK K (OPR) <  

; 
Subject: RE: The Summons for Twitter account 
  

Please leverage our OCC contacts and work with  to address the response from twitter in the email string 
below. 
 
Thanks, 

From: 
Sent: Wednesday, April 05, 2017 4:40:01 AM 
To: FUNN, ERICK K (OPR)  

 
Subject: FW: The Summons for Twitter account 

Fysa 
We may need to engage OCC.  
  

From:  
Sent: Tuesday, April 04, 2017 11:14:46 PM 
To:
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Cc:
Subject: FW: The Summons for Twitter account 

Please see the below email.  I was just informed that twitter is challenging the summons in court unless we withdraw it in the next 
48hrs. 
 
Please advice 
 

 
_____ ________________ 
From:
Sent: Tuesday, April 04, 2017 11:10:29 PM 
To:  
Subject: FW: The Summons for Twitter account 
 
Agent 
 
We are now representing Twitter in connection with the Section 1509 summons concerning the @alt_uscis account.  Please direct any 
further communications on this matter to my attention. 
 
As has indicated, Twitter has significant concerns regarding the summons, and Twitter intends to file a challenge to the 
summons in court unless it is withdrawn within 48 hours of email to you earlier today. 
 
The language of 19 U.S.C. § 1509 indicates that a summons such as this may be used to compel the production of records only when 
the agency is engaged in an investigation relating to compliance with laws concerning imported merchandise.  In addition, the types of 
records whose production may be compelled by such a summons are narrowly defined in §§ 1508 and 1509—again, as limited to 
records relating to imported merchandise.  You have not provided Twitter with any basis to conclude that either the purpose of the 
summons, or the type of the records it demands Twitter to produce, fall within these statutory parameters. 
 
In addition, Twitter is concerned that the summons infringes the First Amendment rights of its users to speak pseudonymously on the 
Twitter platform and Twitter’s own First Amendment rights to host such speech.  Because enforcement of the summons would impact 
one or more Twitter users who have been using Twitter’s service to engage in criticism of the government without disclosing their real 
identities, the First Amendment interests at stake here are heightened.  Twitter believes that, under the First Amendment, there should 
be no enforcement of the summons absent an evidentiary showing by CBP that that some criminal or civil offense has been 
committed, that unmasking the users’ identity is the least restrictive means for investigating that offense, that the agency’s demand for 
this information is not motivated by a desire to suppress free speech, and that the interests of pursuing that investigation outweigh the 
important free speech rights of Twitter and its users.  Your communications to Twitter have not indicated that such a showing can be 
made in these circumstances. 
 
Regards, 

| WilmerHale 

Washington, DC 20006 USA 
(t) 
(f) 

 
---------- Forwarded message ---------- 
From: 
Date: Tue, Apr 4, 2017 at 11:45 AM 
Subject: RE: The Summons for Twitter account 
To:
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DHS | CBP | OPR | IOD | HQ - Washington, D.C. 
Cell:  E-Mail:
  

From:  (OPR) 
Sent: Wednesday, April 05, 2017 4:40:01 AM 
To: FUNN, ERICK K (OPR)  

 
Subject: FW: The Summons for Twitter account 

Fysa 
We may need to engage OCC.  
  

From:  
Sent: Tuesday, April 04, 2017 11:14:46 PM 
To:  (OPR) 
Cc:  
Subject: FW: The Summons for Twitter account 

Please see the below email.  I was just informed that twitter is challenging the summons in court unless we withdraw it in the next 
48hrs. 
 
Please advice 
 

 
_____ __________________ 
From:
Sent: Tuesday, April 04, 2017 11:10:29 PM 
To  
Subject: FW: The Summons for Twitter account 
 
Agent
 
We are now representing Twitter in connection with the Section 1509 summons concerning the @alt_uscis account.  Please direct any 
further communications on this matter to my attention. 
 
As has indicated, Twitter has significant concerns regarding the summons, and Twitter intends to file a challenge to the 
summons in court unless it is withdrawn within 48 hours of email to you earlier today. 
 
The language of 19 U.S.C. § 1509 indicates that a summons such as this may be used to compel the production of records only when 
the agency is engaged in an investigation relating to compliance with laws concerning imported merchandise.  In addition, the types of 
records whose production may be compelled by such a summons are narrowly defined in §§ 1508 and 1509—again, as limited to 
records relating to imported merchandise.  You have not provided Twitter with any basis to conclude that either the purpose of the 
summons, or the type of the records it demands Twitter to produce, fall within these statutory parameters. 
 
In addition, Twitter is concerned that the summons infringes the First Amendment rights of its users to speak pseudonymously on the 
Twitter platform and Twitter’s own First Amendment rights to host such speech.  Because enforcement of the summons would impact 
one or more Twitter users who have been using Twitter’s service to engage in criticism of the government without disclosing their real 
identities, the First Amendment interests at stake here are heightened.  Twitter believes that, under the First Amendment, there should 
be no enforcement of the summons absent an evidentiary showing by CBP that that some criminal or civil offense has been 
committed, that unmasking the users’ identity is the least restrictive means for investigating that offense, that the agency’s demand for 
this information is not motivated by a desire to suppress free speech, and that the interests of pursuing that investigation outweigh the 
important free speech rights of Twitter and its users.  Your communications to Twitter have not indicated that such a showing can be 
made in these circumstances. 
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Regards, 

WilmerHale 

Washington, DC 20006 USA 
(t) 
(f) 

 
 
---------- Forwarded message ---------- 
From:   
Date: Tue, Apr 4, 2017 at 11:45 AM 
Subject: RE: The Summons for Twitter account 
To
 

 
Per our phone conversation, CBP had no intention of acquiring a non-disclosure and that we did not have an issue if twitter notified 
the account holder.  I also understand that your question of legal attority was cleared up and that you understood that it was within the 
scope. 
 
That is because if a person or group is using Twitter to release controlled information or message ways around laws that CBP is 
responsible to enforce it would fall under that summons. 
 
Are you now saying that you do not feel that the summons is not valid? 
 

_____ ______________ 
From
Sent: Tuesday, April 04, 2017 7:12:31 PM 
To: ) 
Subject: Re: The Summons for Twitter account 
 
Agent
 
Please be advised that consistent with my last email, we provided notice to the user of the @alt_uscis account of your request for 
account information.  Due to unresolved concerns regarding the legality of the summons, we have also notified the user that it is our 
intent to file a challenge in the next 48 hours unless the summons is withdrawn.  Please notify Twitter as soon as possible in writing if 
you would like to withdraw the summons. 
 
Best regards, 

On Sun, Apr 2, 2017 at 11:14 AM,
 wrote: 

Agent 
 
Thanks for your email.  Just to clarify, as I explained to you on the phone, Twitter has a policy of providing notice to our users of 
requests for their account information.  We do not provide notice if we receive a valid non-disclosure order issued under 18 U.S.C. 
2705(b).  As I understand your message, you are confirming for me that CPB does not plan to obtain such an order.  As such, we will 
proceed with notice on Monday.  We do not view user notice as having any bearing any objections to the summons that the user or 
Twitter may have. 
 
Best regards, 
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San Francisco | CA, 94103 
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Thanks so much.   
 
VR, 

 
 

Deputy Associate Chief Counsel 
Ethics, Labor and Employment 
Office of Chief Counsel 
U.S. Customs and Border Protection 

Washington, D.C. 20229 

 
This communication may contain information that is confidential and/or subject to the attorney‐client, attorney work 
product and/or deliberative process privileges.  This communication may also contain confidential information, and is 
not for release, review, retransmission, dissemination or use by anyone other than the intended recipient.  Please notify 
the sender if this email has been misdirected and immediately destroy all originals and copies of the original.  Any 
disclosure of this communication must be approved by the Office of Chief Counsel, U.S. Customs and Border Protection.  
 
 
   
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From:   (OPR)  
Sent: Wednesday, April 05, 2017 9:57 AM 
To:
Cc:

 
<  FUNN, ERICK 
K (OPR)   

Subject: FW: The Summons for Twitter account 
Importance: High 
 
Good morning
 

 

  At your convenience, could we discuss this 
issue?  Thank you. 
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WARNING: THIS MESSAGE MAY CONTAIN INFORMATION WHICH IS SENSITIVE, CONFIDENTIAL, OR EXEMPT FROM 
DISCLOSURE.  PLEASE DELIVER THIS DOCUMENT IMMEDIATELY TO THE INTENDED RECIPIENT LISTED ABOVE.  THE 
DEPARTMENT OF HOMELAND SECURITY, U.S. CUSTOMS AND BORDER PROTECTION, HAS NOT APPROVED THE REVIEW, 
USE, DUPLICATION, DISSEMINATION, OR RETRANSMISSION OF THIS DOCUMENT BY ANYONE, OTHER THAN THE 
INTENDED RECIPIENT, AND IS THEREFORE PROHIBITED. 
 
 
 
 
‐‐ 
 
 
 
 
 
 
 
 
 
‐‐ 

 
Associate General Counsel ‐ Global Law Enforcement 

San Francisco | CA, 94103 
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San Francisco | CA, 94103 
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knowingly converts to his use or the use of another, or without authority, sells, conveys or disposes of any record or thing of value to 
the U.S. Customs and Border Protection shall be fined or imprisoned not more then ten (10) years pursuant to 18 USC 641.  

 
 
From:    
Sent: Wednesday, April 05, 2017 8:46 AM 
To:  

FUNN, ERICK K (OPR) <  
 

 
Subject: RE: The Summons for Twitter account 

 
Please leverage our OCC contacts and work with o address the response from twitter in the email string 
below. 
 
Thanks, 

From:  (OPR) 
Sent: Wednesday, April 05, 2017 4:40:01 AM 
To: FUNN, ERICK K (OPR);  

 
Subject: FW: The Summons for Twitter account 

Fysa 
We may need to engage OCC.  
  

From:  
Sent: Tuesday, April 04, 2017 11:14:46 PM 
To:  (OPR) 
Cc: DOWNEY, JAMES F (OPR) 
Subject: FW: The Summons for Twitter account 

Please see the below email.  I was just informed that twitter is challenging the summons in court unless we withdraw it in the next 
48hrs. 
 
Please advice 

 
_____ __________________ 
From:
Sent: Tuesday, April 04, 2017 11:10:29 PM 
To:  
Subject: FW: The Summons for Twitter account 
 
Agent 
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-- 
 
 
 
 
 
 
 
 
 
-- 
 

Associate General Counsel - Global Law Enforcement 

 San Francisco | CA, 94103 
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Thanks 
  
From:    
Sent: Thursday, March 02, 2017 10:26 AM 
To:   
Subject: RE: Search results EOC   
  
No problem.  On official travel.   
 
I have them saved to my share.  When I get a chance I can move them to where you need give you 
access too.  
 
Thanks, 
 

Cell: 
(Sent via Good Enterprise)  
  

From:  
Sent: Thursday, March 02, 2017 8:16:02 AM 
To: ) 
Subject: RE: Search results EOC  

  
Sorry to bother you since you are on leave, but this link is not working for me. Are they saved somewhere that I can have 
access to? Also, are they or have they sent you updated files? 

 

From:    
Sent: Wednesday, March 01, 2017 3:53 PM 
To:
Subject: FW: Search results EOC   

see if the link is still good.  I do have them downloaded on my end.   
  

Cell:
Desk:
Important: This document contains U.S. Customs and Border Protection information and records that may be confidential and 
sensitive. U.S. Customs and Border Protection has not approved this documents review, retransmission, dissemination, or use by 
anyone other than the intended recipient(s) listed above, please deliver immediately to the intended recipient(s). Anyone who steals, 
knowingly converts to his use or the use of another, or without authority, sells, conveys or disposes of any record or thing of value to 
the U.S. Customs and Border Protection shall be fined or imprisoned not more then ten (10) years pursuant to 18 USC 641.  
  
From:    
Sent: Thursday, February 23, 2017 6:32 PM 
To:
Subject: RE: Search results EOC   
  
Hi 
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Your recovered emails have been successfully copied to the following location: 

  
From the TRUMP TRUMP TRUMP TRUMP subject search there are email messages.  A search using @tuta.io was 
run.  There were email messages with name@tuta.io (where name means user name, and some were found in the 
attachments).  The results from that search were copied to the   
  
Click on the above link to access your PST files and copy to a location/folder on your    Each individual PST file will 
need to be copied. 
  
Once the files have been copied to the new location you can access them in Outlook by doing the following:  
  
To open the .PST file, open your Outlook and select File/Open/ Outlook Data File and browse to the new folder on your 
C drive all of the recovered messages will be found in a folder called “Root Items”. Select that folder by clicking on 
it.  You will now be able to view your emails in Outlook and move to any folder of your choice. 
  
If you have any issues, please let me know.  The searches will be run again tomorrow morning once the index on   is 
fixed. 
  
I  will be leaving for the night shortly, but will monitor my cell phone in case you see something else to be run. 
  
Sincerely, 

Office of Information and Technology (OIT) 
Enterprise Services (ES) 
U.S. Customs and Border Protection (CBP) 
(w) (c)
	 
From:    
Sent: Thursday, February 23, 2017 6:08 PM 
To:   
Subject: RE: Search results 
  
I see.  So no full address.  No need to see them. 
  
Thanks, 
  

Cell
Desk:
Important: This document contains U.S. Customs and Border Protection information and records that may be confidential and 
sensitive. U.S. Customs and Border Protection has not approved this documents review, retransmission, dissemination, or use by 
anyone other than the intended recipient(s) listed above, please deliver immediately to the intended recipient(s). Anyone who steals, 
knowingly converts to his use or the use of another, or without authority, sells, conveys or disposes of any record or thing of value to 
the U.S. Customs and Border Protection shall be fined or imprisoned not more then ten (10) years pursuant to 18 USC 641.  
  
From:    
Sent: Thursday, February 23, 2017 6:07 PM 
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It purports to have a series of emails from 5 CBPOs.   
  

 

  
The initial data dump appears to be a single email chain, but the tweet indicates more emails to come. 
  
Additionally, the third attachment is a tweet I sent to AC KARISCH earlier today, indicating the group is willing to pay for 
negative information on our employees. 
  
Thank you for looking into the matter.  
  
V/R 

  

 
Notice: FOR OFFICIAL USE ONLY - this transmission contains material covered by the Privacy Act of 1974 and should be viewed only by personnel having an 
official "need to know." If you are not the intended recipient, be aware that any disclosure, copying, distribution or use of the content of this information is prohibited. If 
you have received this communication in error, please notify me immediately by email and delete the original message. 
  
  
From:    
Sent: Thursday, February 23, 2017 3:24 PM 
To:
Cc:
Subject: Email 
  
Good afternoon, 
  
The information you requested is attached. Please let me know if you need anything else. 
  
Thanks! 

  

Office of Public Affairs 
U.S. Customs and Border Protection 
Office: | Cell
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Click on the above link to access your PST files and copy to a location/folder on your    Each individual PST file will 
need to be copied. 
 
Once the files have been copied to the new location you can access them in Outlook by doing the following:  
 
To open the .PST file, open your Outlook and select File/Open/ Outlook Data File and browse to the new folder on your 
C drive all of the recovered messages will be found in a folder called “Root Items”. Select that folder by clicking on 
it.  You will now be able to view your emails in Outlook and move to any folder of your choice. 
 
If you have any issues, please let me know.  The searches will be run again tomorrow morning once the index on   is 
fixed. 
 
I  will be leaving for the night shortly, but will monitor my cell phone in case you see something else to be run. 
 
Sincerely,	
	

 

Office of Information and Technology (OIT) 
Enterprise Services (ES) 
U.S. Customs and Border Protection (CBP) 
(w) (c) 
	
From:    
Sent: Thursday, February 23, 2017 6:08 PM 
To:  > 
Subject: RE: Search results 
 
I see.  So no full address.  No need to see them. 
 
Thanks, 

Cell:
Desk

Important: This document contains U.S. Customs and Border Protection information and records that may be confidential and 
sensitive. U.S. Customs and Border Protection has not approved this documents review, retransmission, dissemination, or use by 
anyone other than the intended recipient(s) listed above, please deliver immediately to the intended recipient(s). Anyone who steals, 
knowingly converts to his use or the use of another, or without authority, sells, conveys or disposes of any record or thing of value to 
the U.S. Customs and Border Protection shall be fined or imprisoned not more then ten (10) years pursuant to 18 USC 641.  

 
From:    
Sent: Thursday, February 23, 2017 6:07 PM 
To:   
Subject: RE: Search results 
 
It	was	searched		in	all	contents,	meaning		searching	all	messages	to	and	from	fuckcbp@tuta.io	.		All	messages	that	
contained	tuta.io	(there	were	several	hits,	but	none	containing	the	full	email	address).		Did	you	want	to	see	those	
results?		I	can	re‐run	that	search.	
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The initial data dump appears to be a single email chain, but the tweet indicates more emails to come. 
  
Additionally, the third attachment is a tweet I sent to AC KARISCH earlier today, indicating the group is willing to pay for 
negative information on our employees. 
  
Thank you for looking into the matter.  
  
V/R 
Patrick 
  
Patrick Flanagan 

  
Notice: FOR OFFICIAL USE ONLY - this transmission contains material covered by the Privacy Act of 1974 and should be viewed only by personnel having an 
official "need to know." If you are not the intended recipient, be aware that any disclosure, copying, distribution or use of the content of this information is prohibited. If 
you have received this communication in error, please notify me immediately by email and delete the original message. 
  
  
From:    
Sent: Thursday, February 23, 2017 3:24 PM 
To:
Cc:
Subject: Email 
  
Good afternoon, 
  
The information you requested is attached. Please let me know if you need anything else. 
  
Thanks! 

  

Office of Public Affairs
U.S. Customs and Border Protection 
Office: | Cell:
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Acting Assistant Commissioner 
Office of Congressional Affairs 
U.S. Customs and Border Protection 

From:    
Sent: Thursday, April 20, 2017 2:18 PM 
To:   
Subject: Question on CBP response to Senators Gardner and Lee 
Importance: High 

I just spoke with  who pointed me in your direction.  I have a question about the 
attached letter/response to Senators Gardner and Lee regarding CBP request for information 
from private companies.  The letter references Twitter and the “@ALT_USCIS” account, but asks 
specifically for information about various practices/policies (not about information regarding that 
specific incident).   
 
The response is sitting with PLCY for clearance, but I’m concerned it’s not directly responsive, 
which will lead to additional inquiries.  Do either of you have time for a quick call this afternoon 
or tomorrow? 
 
Thanks, 

ice of Policy 
Department of Homeland Security 
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Absolutely.  I’m around all day (between 8:30 and 4:00), except from 10‐11 and from 1‐1:30. 

From:   
Sent: Thursday, April 20, 2017 3:44 PM 
To:
Cc:
Subject: FW: Question on CBP response to Senators Gardner and Lee 
Importance: High 
 
Hi
DHS received another congressional inquiry regarding the Twitter case.  This letter is for the Secretary’s signature.  CBP 
proposed the same response we sent to Senator Wyden earlier this month, however, it isn’t completely responsive.  I 
am including   from DHS Policy.  I think it may be helpful if we have a follow up conversation regarding an 
appropriate response regarding this letter and if we receive others so that we are on the same page.  Are you available 
for a call tomorrow? 
Thank you  

Acting Assistant Commissioner 
Office of Congressional Affairs 
U.S. Customs and Border Protection 

From:    
Sent: Thursday, April 20, 2017 2:18 PM 
To:   
Subject: Question on CBP response to Senators Gardner and Lee 
Importance: High 

I just spoke with  who pointed me in your direction.  I have a question about the 
attached letter/response to Senators Gardner and Lee regarding CBP request for information 
from private companies.  The letter references Twitter and the “@ALT_USCIS” account, but asks 
specifically for information about various practices/policies (not about information regarding that 
specific incident).   
 
The response is sitting with PLCY for clearance, but I’m concerned it’s not directly responsive, 
which will lead to additional inquiries.  Do either of you have time for a quick call this afternoon 
or tomorrow? 
 
Thanks, 
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Acting Chief of Staff, Office of Policy 
Department of Homeland Security 
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From:    
Sent: Thursday, April 20, 2017 2:18 PM 
To:   
Subject: Question on CBP response to Senators Gardner and Lee 
Importance: High 

I just spoke with  who pointed me in your direction.  I have a question about the 
attached letter/response to Senators Gardner and Lee regarding CBP request for information 
from private companies.  The letter references Twitter and the “@ALT_USCIS” account, but asks 
specifically for information about various practices/policies (not about information regarding that 
specific incident).   
 
The response is sitting with PLCY for clearance, but I’m concerned it’s not directly responsive, 
which will lead to additional inquiries.  Do either of you have time for a quick call this afternoon 
or tomorrow? 
 
Thanks, 
 

 
Acting Chief of Staff, Office of Policy 
Department of Homeland Security 
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From:
Sent: Friday, April 7, 2017 1:38 PM 
To:  

COUREY, MARC BENNETT (OCC) 
KARISCH, RODOLFO   
 

Subject: Statement 
 
This gets us started. Appreciate any and all input. 

Working Draft Statement 
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Cc:
 

Subject: Signed Sen. Wyden letter and new incoming letter 
 
OPR and OCC, 
 
Attached is the signed letter to Senator Wyden on this issue, which  is transmitting to the Hill presently.   
 
Also attached is the new incoming letter from Senator Gardner and Senator Lee.  We’ve also had phone calls (not a 
letter) from Senator McCaskill’s office requesting information similar to “what Sen. Gardner and Sen. Lee’s letter asked 
for.”   
 
OCA will verbally reach out to staffers on the limited communication we can have on this topic (while you all work 
official response letter), once we get confirmed guidance from the front office. 
 
V/r  

Office of Congressional Affairs 
U.S. Customs and Border Protection 
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A few edits from the version I sent last night. 
  
Erick 
  
  

  

Sincerely, 
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Kevin K. McAleenan 
Acting Commissioner 
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