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b6 -1 
b7C -1 

Title: ELECTRONIC ANALYSIS UNIT (CEAU) 
ASSISTANCE TO THE SEATTLE FIELD OFFICE 

Synopsis: Operations Order to assist the Seattle Field Office 
with effectuating remote delivery of a Computer Internet Protocol 
Address Verifier {CIPAV) to geophysically locate a subject who 
has issued multiple bomb threat against a local high school. 

Details: The Seattle Field Office has requested assistance from 
the CEAU with geophysically locating a subject engaged in issuing 
bomb threats via the Internet to Timberline High School, Lacey, 
Washington. The objective of the operation is to remotely deploy 
a CIPAV to geophysically locate the subject. 

BACKGROUND 
On 06/06/2007, the Seattle Division was contacted by 

Lacey Police Department (LPD), Lacey, WA, regarding numerous bomb 
threats and DDOS attacks received at the Timberline School 
District, Lacey, WA. Below are a time-line of events: 

05/30/2007 - Timberline High School evacuation due to 
hand written bomb threat note. 

06 I 04 /2 007 - Timber11· ne Hj qb School evac11ation due to 
bomb threat email from sender: UNSUB(s) also 

SECRET RCFP-1 

b6 -6 
b7C -6 



SEeftET 

To: Operational Technology From: Operational Technology 
Re: 268-HQ-1305912-SDG, 06/13/2007 

advised a computer attack will hit the Lacey School District, 
which resulted in a DDOS attack totaling over 80,000,000 hits. 

06/05/2007 - Timberllne Higb due to 
bomb threat email f rorn sender: 

06/06/2007 - Timberline l:U ab ScbooJ em;icm;itj due to 
bomb threat email from sender: I 

06/07/2007 - Timberline High School received additional 
email from UNSUB(s). Details unknown at present time. 

LPD and the Washington State Patrol (WSP) continue to 
perform school evacuations and bomb sweeps with negative results. 
Parents and school district employees have informed local 
television stations and newspapers, which aired the story on June 
6, 2007. LPD has requested investigative assistance from the 
Northwest Cyber Crime Task Force. 

LPD has conducted numerous thorou h interviews of a 
student at Timberline High School, 

.............. ,....... ....... """l""" ...... """'I"" ............... .............. appears not to be the subject responsi e or o t reats. 
I land teachers from Timberline High School provided a list 
of other students who may be responsible for the threats and DDOS 
attack I !received a text messa e from I I DOB I I FBI N ____ .......__on-0 .... 6""'"/ ..... 0"""'3_/_2 .... 00""""7 ...... , 
advising "Keep your head up." is described by teachers as 
a self proclaimed computer hac er t at routinely bypasses the 
school computer security measures. I I computer is in LPD 
custod• and forensic results are pending. Initial interview of I jprovided negative results. 

On 06/07/2007, Detective! lwsP, and SA 
Seattle Division, contacted AUSA Katheryn 

Warma, Western District of Washington, who agreed to prosecute 
captioned matter. 
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To: Operational Technology From: Operational Technology 
Re: 268-HQ-1305912-SDG, 06/13/2007 

CONCEPT OF THE OPERATION 

Deployment Operations Personnel (DOC) will deploy a 
CIPAV to geophysically locate the subject issuing bomb threats to 
the Timb......, ........ ........ ....,..,.i....i.6 ....... 
de lo ed 

on MySpace.com (a' popular social ...._ ______________________________ __, 

ne 

EXECUTION 

•• 
S:/DES/CEAU/Upload/Seattle0613kld07.wpd 
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!(OTO) (FBI) 

ALL COHT.AINED 
3EREIH IS UMCLASSIF'IED 
DA'l'E 11-:7-2015 BY HSICG 

From: I koTo} {FBI} 
Sent: 
To: 
Cc: 

Tuesday, June 12 PM I - JSE) (FBI) 
OTO) (FBI) 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Let me know what you think 

J ... 

RE: Associated Press Article2 

Information Technology Specialist 
Operational Technology Division 

Mobile Office J 
Pager ---------------------

Originol Mcss.igc-----
From: .__ ____ __.(SE) (FBI) 
Sent: 
To: 
Cc: 
Subject: 

Tuesday, June 12l 2007 2:34 eM 

' 

_(OTO) (FBp,1.I):.! ____ (CON>I toTD) (FBI) 
..,, . ....,......,...........,...__,,...,,.SE) (FBI),_! _____ __,kSE) (OGA)------
FW: Associated Press Article 

UNCLASSIFIED 
NON-RECORD 

b6 -1 
b7C -1 

b7E -5 

b6 -1 
b7C -1 

b6 -1 
b7C -1 

c:::::J- below is the news article we woulp like to send cqntaining the CIPAV. I am meeting with the judge at 1 :30PST 
and hope to deploy afterwards. Thanks, I I 

._I _____ __.@ic.fbi.gov 

----·Original Message-----
From: I I (SE) (FBI) 
Sent: Tuesday, June 12, 2007 11:18 AM 
To: I l(SE) (FBI) 
Subject: Associated Press Article 

______ _. 

RCFP-4 
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UNCLASSIFIED 
NON-RECORD 

Here is the email link in the style of the Seattle Times 
> 
> 
> Bomb threat at high school downplayed by local police department 
> 
>Technology savvy student holds Timberline High School hostage .... 
> 
> Full story: 
http://seattletimes.nwsource.com/html/nationworld/2003 7 43231 webteensex 11.html 
> 
> 
> 
> 
>TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION 
>Call (206) 464-2121 or 1-800-542-0820, or go to 
> http://seattletimes.com/subscribe 
> 
>HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE 
>For information on advertising in this e-mail newsletter, 
> or other online marketing platforms with The Seattle Times Company, 
>can (206) 464-2361 or e-mail websales@seattletimes.com 
> 
>TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION 

go to http://seattletimes.nwsource.com/contactus/adsales 
> for information. 
> 
> 
>For news updates throughout the day, visit http://www.seattletimes.com 
> 
> 
> 
> 
> 

Copyright (c) 2007 The Seattle Times Company 

www .seattletimes.com 

Here is the full article. 

Friday. June 8, 2007 

Bomb threat at high school downplayed by 
local police department. 
The Associated Press 

LACEY Wash. - Technology savvy student holds Timberline High'School hostage. The suspect is still 
unknown after several bomb threats and 5 days of school evacuations. Anonymous bomb threats to high 
schools are a growing trend in rural America. 

2 
RCFP-5 



Timberline High School is the latest victim in an increasing trend of computer related extortion schemes. These 
schemes all involve a similar pattern: several threats made over a week by students utilizing technology. 
These threats receive low media attention. School officials and law enforcement downplay the risk associated 
with the threats and disregard pleas from concerned parents and students. 

Although similar incidents have occurred in Kentucky, Michigan, and Virginia, the Timberline threat shows an 
escalation in sophistication and computer hacking skills. 

[Statistics to come on each threat. 
factors] 

Including: duration of threat, cost estimate for damage, and psychological 

. . 
The most significant difference with the Timberline threat is the use of My Space and obfuscated emails. 
According to sources at Timberline High School, the subject uses other students' emails to send the bomb threats, 
most often going by the name of "Doug." Additionally, the suspect has set up a My Space page to taunt 
students. According to "Doug", # students have joined the My Space page. A frenzy of students are trying to 
identify "Doug". yet none have succeeded. 

Jn response to the students' race to identify the suspect, "Doug" comments 

[Place comment here] 

School officials have given parents and students little assurance of the threats ending soon. Timberline Principal 
Dave Lehnis stated, "While the administration and law enforcement believe the school is safe and secure, we 
understand if parents want to keep their students at home and we will work with them to get the homework they 
need." · 

The emotional toll on the students can be seen by the significant absentee numbers. 
enforcement are hot taking this threat seriously, the parents are. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

3 

If school officials and law 
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).LL CON'l'AINED 
HEREIN IS UNCLASSH'IEC 
CATE 11-27-201 5 BY NSICG 

l(OTD) (FBI) b 6 -1 
.. -1 

From: 
Sent: 
To: 
Cc: 
Subj ect: 

UNCLASSIFIED 
NON-RECORD 

"="""___,.-..,.....-......,...,,_.. (OTO} {FBI) 
Tuesday! June 12L2007 2:47 PM 

l kSE) (FBI) 
l ) \OTO) (FBI) 
RE: Associated Press Article 

.__ _ _.I we should be able to use this. 

I thought you were talking about a text document._! __ __. 

information Technology Specialist 
Operational Technology Division 
Office l 
Mobile 
Pager ...._ _________________ ___. 

-----Original M,..e...,ssa ... ae-....._-_--_- ----
From: I lcSE) (FBI) 
Sent: I pe:;day lime l 2007 2:34 PM 
To: \ _iOTD) (FBp..1.I).:.i.;l _____ (CON)._l ____ __.l<.OTD) (FBI) 
Cc: . (SE) (FBI)t.__ _____ _.I (SE) (OGA) 
Subject: FW: Associated Press Arttcle 

UNCLASSIFIED 
NON-RECORD 

b7E -5 

b 6 -1 
b7C -1 

b 6 - 1 
b 7C - 1 

.___ ... below is the news article we would like to send containing the CIPAV. I am meeting with the judge at 1 :30PST 
and hope to deploy afterwards. Thanks.I I 

-----Original Message-----
From: I ksE) (FBI) 
Sent: 12: 2007 11:18 AM 
To: I I (SE) (FBI) 
Subject: oc1a e Press itrcle 

UNCLASSIFIED 
NON-RECORD 

Here is the email link in the style of the Seattle Times 
> 

1 

b6 - 1 
b 7C -1 
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. 
> 
>Bomb threat at high school downplayed by local police department 
> 
> Technology savvy student holds Timberline High School hostage .... 
> 
> Full story: 
http://seattletimes.nwsource.com/htmVnationworld/2003 7 43231 · webteensex 11.html 
> 
> 
>=========================================== 
> 
>TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION 
>Call (206) 464-2121or1-800-542-0820, or go to 
> http://seattletimes.com/subscribe 
> 
>HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE 
> For information on advertising in this e-mail newsletter, 
> or other online marketing platforms with The Seattle Times Company, 
> call (206) 464-2361 or e-mail websales@seattletimes.com 
> 
>TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION 
> Please go to http://seattletimes.nwsource.com/contactus/adsales 
> for information. 
> 
> 
>For news updates throughout the day, visit http://www.seattletimes.com 
> 
> 
> 
> 
> 

Copyright (c) 2007 The Seattle Times Company 

www .seattletimes.com 

Here is the full article. 

Friday, June 8, 2007 

Bomb threat at high school downplayed by 
local police department. 
The Associated Press 

LACEY Wash. - Technology sawy student holds Timberline High School hostage. The suspect is still 
unknown after several bomb threats and 5 days of school evacuations. Anonymous bomb threats to high 
schools are a growing trend in rural America. 

Timberline High School is the latest victim in an increasing trend of computer related extortion schemes. These 
schemes all involve a similar pattern: several threats made over a week by students utilizing technology. 
These threats receive low media attention. School officials and law enforcement downplay the risk associated 
with the threats and disregard pleas from concerned parents and students. 

Although similar incidents have occurred in Kentucky, Michigan, and Virginia. the Timberline threat shows an 

2 
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• escalation in sophistication and computer hacking skills. 

[Statistics to come on each threat. 
factors] 

Including: duration of threat, cost estimate for damage, and psychological 

The most significant difference with the Timberline threat is the use of My Space and obfuscated emails. 
According to sources at Timberline High School, the subject uses 0th.er students' emails to send the bomb threats, 
most often going by the name of "Doug." Additionally, the suspect has set up a My Space page to taunt 
students. According to "Doug",# students have joined the My Space page. A frenzy of students are trying to 
identify "Doug", yet none have succeeded. 

In response to the students' race to identify the suspect, "Doug" comments 

[Place comment here] 

School officials have given parents and students little assurance of the threats ending soon. Timberline Principal 
Dave Lehnis stated, "While the administration and law enforcement believe the school is safe and secure, we 
understand if parents want to keep their students at home and we will work with them to get the homework they 
need." 

The emotional toll on the students can be seen by the significant absentee numbers. 
enforcement are not taking this threat seriously, the parents are. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

3 

If school officials and law 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

FYl.c::J 

FBI 

ALL lH!O!UJP.TICJol CClHAINED 
HEREIN IS tJNCLASSifEC 
CATE H-:27-2015 3Y .n5,J65'1'61 NSICG 

I lsent a new article for the Seattle case. 

SSAl I 
Operational Technology Division 
Digital Evidence Section 
Cryptologic and Electronic Analysis Unit 
Software Development Group 

I ldesk) 
cell) 
fax-unclass) 

UNCLASSIFIED 
NON-RECORD 

b6 -1 
b7C -1 

b6 -1 
b7C -1 

__ _.I below is the news article we would like to seod containing the CIPAV. I am meeting with the judge at 1 :30PST and 
hope to afterwards. Thanks.I I 
s1 
FB"""I s-ea""'t-ue---

Fax) 
Nextel) I 

1..-_____ _.[gtl'""'ic.flJ ... 1. .... g"'"'ov _____ ..... 

-----Original MessaQ.,.e._··-··-· ___ _ 
From: l(sE) (FBI) 
Sent: · Tuesday, June 12, 2007 11:18 AM 
To: I I (SE) (FBI) 
Subject: Associated Press Article 

UNCLASSIFIED 
NON-RECORD 

Here is the email link in the style of the Seattle Times 
> 
> 

1 

b6 -1 
b7C -1 
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From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

I (OTO) (FBI) 

ALL IH!'O...i:U!A'l'IClol CCl:llAINED 
HEREIN IS UHCLASSIH:::D 

- CATE 11-27-2015 3Y J75J£5T61 NSICC 

Co was also sent to AUSA Kath Warma to review 

b6 -1 
b7C -1 

I made the ..._ _______ ..._. _____ ......,. ______ _.... _________________ -1,2 

Hoping to sign and deploy on Tuesday. Thanks, ....._ ____ _, 

RevjmJ Affidayit 
I 

SAi FBl ... S"'"e-a"""tt .... le __ __, 

I 
LFax) 
tNextel)I .. i-.g-o_v ____ _ 

UNCLASSIFIED 

1 

.__.....,....., ____ b6 -1, 2 
s secre ary.b7C -1, 2 

b7E -5 

RCFP-25 

b6 -1 
b7C -1 



.. ALL IMEORl!Al'IOH CONTAil'8C 
HER:::IH IS Ul·lCL..ll.SSIFIED 

l(OTD) (FBI) DAE 11-27-2015 E."{ J75J65T61 HSICG b6 -1 

............ -1 
From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

I 
Tuesda 

ICSE) 
(FBI) 

RE: CIPAV Affidavit - Seattle Division 

Here are my comments on my legal review of the application for a search warrant in this case. This application is much 
better than the previous version, and there are only a few issues that I believe need to be addressed or clarified. 

Not a legal point, but check your formatting in para 11. The way the document printed on my computer there were some 
problems. 

b5 -1,2 
b7E -5 

Inf. (probably should be b.), Remove the brackets from around Virginia. and you need to add language that makes it clear 
that the information you are saying may be collected wml land that after that it will only be collecting 
addressing, routing, etc. (the stuff covered by a pen register, trap and trace). 

That's an that I have. I have spoken with._! ___ __,land he has no technical issues that need addressing. Let me know b 6 _ 1 how we can be of further help. b?C _1 

I I 
Assistant General Counsel 
Scienc Law Unit Phone:.__ _____ ..._ __ 
Secure ,...... ....................... _____ _, 
Fax 

·····Original Message-----
From: ---------.(SE) (FBI) 
Sent: Tuesday, June 12, 2007 1 :28 AM ____ _ 

I IOGC) (FBI · To: 
Cc: I I csE> cFsn,........,..._ ____ '""'·:. 

.__...,,...._....,....-.__,J(SE) (FBI) 
CIPAV Affidavit - Seattle Division . ...._ ____ _, Subject: 

UNCLASSIFIED 
NON-RECORD 

ICSE) (FBI);I l<SE) (FBI); b6 -1 ...._ ____ --------" b7C -1 

c::J Attached is the revised 
the changes we discussed _______ 

escrlbed the intended de lo ment strate , decribed the search warran bS -1 , 2 
-1,2 

AUSA's secretary. Hoping to sign and deploy on Tuesday. Thanks b7c -1, 2 ______ _, 

« File: Revised Affidavit tor_I ____ _,ICIPAV.wpd » 
b7E -5 

1 
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UNCLASSIFIED 

UNCLASSIFIED 

2 
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b6 -1 
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!(OTO) (FBI) 

ALL nrroru.!ATIOH COHT.AIHED 
HEREIN IS UNCLASSinEC 
C:A.T:E 11-27-2015 BY .J75.J651'61 l·!SICG 

From: I ICOGC) (FBI) 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

I l<oTD) (FBI) 
June 12. 2007 9:25 AM 

FW: Cl;\/ Affidavit - Seattle Division 

I need you to review for technical issues. I'm reviewing for the legal aspects. 

I I 
Assistant General Counsel 

Law Unit 
Sec\,lre pji9nfil _ I 
Faxj -----
-----Original Messa9jlme._--_---------. 

From: ! kSE) (FBI) 
Sent: TueSda June iz zoo/ 1:28 AM 

b6 -1 
b7C -1 

To: OGC) (FBI>·-! -----kOTD) (FBI) 
Cc: SE (FSI)I fSE) (OGA);-1 -----rSE) (FBI); (SE) (FBI); b 6 - l 

t-----.,..,,. ........ <SE) (FBI);I I (SE) (FBI) ------ b7C -1 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Revised Affidavit 
rorl I 

SAl FB"""I S..-e-a .... tt,...le __ _. 

e Division 

I l(Fax) 
<Nextel) r @ic.f,..,b1-.g-o_v ____ _, -------

UNCLASSIFIED 

UNCLASSIFIED 

1 

RCFP-30 

b6 -1 
b7C -1 



CLASSH'IEC B'!: NSICG 
REASON: 1. 4 CC) 
DECLASSil"Y ON: 12-31-203.:: 
DATE: 01-12-2016 

I (OTO) (FBI) 

S:SCRE':P 

From: I l(oTD) (FBI) 

-
Sent: 
To: 
Subject: 

Monday. June 11 3:38 PM 
!(OGC) (FBI) 
FW: 288A-SE-93709 

01'16Ut$$1f1ED 
NON-RECORD -

FYI. 

' Operational I echno ogy Division 
Digital Evidence Section 
Cryptologic and Electronic Analysis Unit 
Software Development Group 

D (desk) 
(cell) 
( fax-unclass) 

-----Original Message--··- · 
From: I I (OTD) (FBl) 
Sent: Friday, June 08, 2007 7:04 PM 
To: I HSE) (FBI) 
Cc: I (OTD) (FBI) 
Subject: RE: 288A-SE-93709 -
NON-RECORD -

A.LL IHFOR11'.ATION COM'l'AlNEr: 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHCTl"m O'THERWISE 

b6 -1 b7C -1 

b6 -1 b7C -1 

I b7C -1 __ _b==========================================================================9b7E -6 

l 

SECRET 
RCFP-33 

bl -1 
b3 -1 b7E -6 



SECR:E'P 

I cannot stress enough the importance of telling the Judge that the tool will stay persistent on the compromised 
• computer and that ever time the computer connects to the Internet, we will capture the information associated with the 

PRTT. b7E -6 

I have also attached four documents. The WordPad document! !contains the information that will 
be returned via the Search Warrant and the PRTT. The other three documents are ponies of an application for a mobile 
tracking order, a mobile tracking/PRTT order, and the affidavit supporting the two that ST. Louis drafted for a similar type 
order. 

Please contact me at the below listed numbers if you have any questions. 

Sincerely, 

SSAI I 
Operational Technology Division 
Digital Evidence Section 
Cryptologic and Electronic Analysis Unit 
Software Development Group I I( desk) (cell) 

(f ax-unclass) 

-----Original M.,...es ... sa .... g.,.e-----------
From: L lcsE) (FBI) 

b6 -1 
b7C -1 

b7E -6 

b6 -1 
b7C -1 

UNCLASSIFliil) 
NON-RECORD 

« File: 158nbs01 .ec » 

I i7E -5 .._ ________________________________________ __, 

SAi._ ____ __. 

I

FBI Seattle IFax) .-------
1------.... ...,N...,e.xtel) I ._ ______ _,,tyic.fb .. 1.-9-ov ____ __. 

2 

SECRET 
RCFP-34 

b6 -1 
b7C -1 



ALL CO.HTAIH!i:D 
HER:!IN IS UHCLASSH E D 
CAT7. ll-:27-201 5 3'{ N'SICG 

j(OTD) (FBI) b6 - 1 ._ ____________ _. ...... - 1 
From: I l(sE) {FBI) 
Sent: Monday. June· 11, 2007 10:49 AM 
To: 
Cc: I ICOTD) (FBI) 

L., .................... .-.----....IKSE) (OGA); L-1 ---------l'{SE) (FBI); I (SE) (FBI) ------
Subject: 

UNCLASSIFIED 
NON-RECORD 

AFFIDAVIll.----.1 
SFORCIPA\7.wpd (". 

CIPAV Affidavit 

CJ.. AUSA's secretary is cleaning up margins as her version of WP was different at her residence. Content will 
obviously be the same. Hoping to get it signed this morning, Thanks again for all your help.I I 

AUSA is Katheryn Warmaj._ ____ _.jif DOJ attorney has questions for her. 

UNCLASSIFIED 

1 

b6 -1,2 
b7C - 1,2 
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ALL CON'l'AIHED 
HEREI!-1 IS UNCL..ASSH'IEO E}:CEP'T 
ili11ERE SHCJ.·m C'l'HE.."qWISE 

CLASSH'IEC BY: HSICG C32\i33B91 
REASCH: 1. 4 (Cl 

... · CECL?\.SSIFY OH: 12-31-203.: I (FBI) CA.'l'E: 01-12-2016 b6 -1 
...................................................................... b7C -1 

l 

From: 
Sent: 
To: 
Cc: 
Subject: 

U'Ret:AsslFIED 
NON-RECORD 

I Erjday .lune 08 2ooz 

' 

tSE) (FBI} 
. tFBI) 
"""R"""E ... : .... 2a"""a ... A"'"'-s"""E"""-.... 93"""7"""'0 .... 9 __ _ 

I cannot stress enough the importance of telling the Judge that the tool will stay persistent on the compromised 
computer and that ever time the computer connects to the Internet, we will capture the information associated with the 
PRTI. 

I have also attached four documents. The WordPad !contains the information that will 

b6 -1 
b7C -1 
b7E -6 
J 

!S' ., ) 

bl -1 
b3 -1 
b7E -6 

be returned via the Search Warrant and the PRTT. The other three documents are ponies of an application for a mobile b?E _6 tracking order, a mobile tracking/PRTT order, and the affidavit supporting the two that ST. Louis drafted for a similar type 
order. 

Please contact me at the below listed numbers if you have any questions. 

Sincerely, 

ssAI I 
Operational Technology Division 
Digital Evidence Section 
Cryptologic and Electronic Analysis Unit 
Software Development Group 

D (desk) 
(cell) 
(fax-unclass) 

1 

SECRS'i' 
RCFP-37 

b6 -1 
b7C -1 



·····Original M.,.e ... ss .... ag ... e-_·-------
From: I I (SE) (FBI) 
Sent: Thursday, June 07, 2007 5:12 PM 
To: I WTD) (FBI) 
Cc: l ICSE) (OGA) 
Subject: 288A-SE·93709 

NON-RECORD 

« File: 158nbs01.ec >> 

b7E -6 

b6 -1 
b7C -1 

i7E -5 

-----------------------------------------' 
SAi Fa1· .. s-e"""a-n-re __ .... 

I ------
l@ic.fbi.gov ...._ _____ _. 

2 
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b6 -1 
b7C -1 



ALL nrroru.!Af!Oll COl·ITAil·EI: 
HEREIN IS Ul:lCLASSIFIED 

!(OTO) (FBI) 
D..r>.'f::: 11-27-2015 BY J75J65Hl NSICG 

From: I l(OTD) (FBI) 
Sent: 
To: 

Friday. June 08. 2007 2: 15 PM 
I l(OTD) (FBI) 

Subject: 

UNCLASSIFIED 
NON-RECORD 

FW: 288A-SE-93709 

Here is the opening EC the Seattle Case. 

I 
Operational Technology Division 
Digital Evidence Section 
Cryptologic and Electronic Analysis Unit 

D pment Group 
(desk) 
(cell) 
(fax-unclass) 

.,, •• Original Message·-"' 
From: ... , ------KSE) (FBI) 
Sent: Thursday, June 7, 2 7 5:12 PM 

. I To: 
Cc: 
Subject: 288A·SE-937 9 

UNCLASSIFIED 
NON-RECORD 

158nbs 1.ec (15 
KB) 

SA._I ____ _. 
FBI Seattle 

I l(Fax) ------1------_.< .... N..,.extel) I ._ ______ _.[g}ic.f5 .. 1-.g-ov ____ __, 

UNCLASSIFIED 

UNCLASSIFIED 

1 

b6 -1 
b7C -1 

b6 -1 
b7C -1 

b6 -1,S 
b7C -1,5 
b7E -5 

b6 -1 
b7C -1 
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ALL INfORMATIOU COHT.AHEI: 
HEREIN IS 

I (OTO) (FBI) DATE 11-27-2015 BY HSICG 

From: I I (OTO) (FBI) 
Sent: Frida June 08 2007 11 :02 AM 
To: 
Subject: 

(OTO) (FBI) 
.,.F"""W""":""!!!2,..,.8"""8A .... ---E""'-9"""3•7o9 

UNCLASSIFIED 
NON-RECORD 

You are assigned this case. Please keep me updated. Thanks! 

·····Original Message··---
From: -------(SE) (FBI) 
Sent: Friday. June 08. 2007 10:51 AM 
To: I !(OTD) (FBI) 
Cc: I !(SE) (FBI) 
Subject: FW: 288A·SE-93709 

UNCLASSIFIED 
NON-RECORD 

.__ _ _.! Here is the Opening EC we foiwarded to._l ___ _.I yesterday. Thanks . ._I ____ _. 

-----Original Message-----
From: ·:I_ :::::::::::::;ksE) (FBI) 
Sent: Thursday, June 07, 2007 2:12 PM 
To: I I com: (FBI) 
Cc: . (OGA) 
Subject: 288A·SE·93709 

UNCLASSIFIED 
NON-RECORD 

158nbs01.ec (15 
KB) 

b6 -1 
b7C -1 

b6 -1 
b7C -1 

-5 

--------------------------------------------' 
SA._I ___ ___, 

I 
FBI Seattle IFax) ------

______ ._N ... extel)_._I .....-------" 
._ _____ ___,l@ic.fbi.gov 

l 

RCFP-40 

b6 -1 
b7C -1 



ALL CON'l'AIHED 
HEREI!-1 IS UNCL..ASSH'IEO E}:CEP'T 
ili11ERE SHCJ.·m C'l'HE.."qWISE 

EY: NSIC-C C32W33891 
RE...ll..SOH: 1. 4 (Ci 
DECLASSIFY ON' 12-31-2032 I (OTO) (FBI) DATE. b6 -1 L-------.., __ .,....._ ..... ____________________________________________________ b7C -1 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OTO) (FBI) 
· 3 AM 

,,__ _______ ___, (OTO) (FBI) 
(OTO) (FBI) 

-1""'P""""Av-a-nd_L_o_c ... al .... lnfo 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Owe basically h·ave 3 tools to locate a computer. Basic IPAV, Local Info and Local Info with 
Getter. 

Give me a call if you have any questions. 

J ... 

Computer Internet Protocol Address Verifier (CIPAV) 

RCFP-41 
SEC&l!:T 

b6 -1 
b7C -1 

bl -1 
b3 -1 
b7E -S 



;5·1 
: I 

See Local Info above for further information 

,' q·· t ';w} ------

SEC:Ri!T 

RCFP-42 
SECRE'F 

bl -1 
b3 -1 
b7E -5 

bl -1 
b3 -1 
b7E -5 



.. 

SECRET 
RCFP-43 

bl -1 
b3 -1 
b7E -5 


