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PRELIMINARY STATEMENT

The Reporters Committee for Freedom of the Press (“Reporters Committee™) seeks
access to certain sealed court records, including dockets and docket entries, relating to the
completed criminal investigation and prosecution of Stephen Jin-Woo Kim (“Kim™), Criminal
No. 1:10-cr-00225-CKK (the “Kim Prosecution™). Specifically, the Reporters Committee seeks
an order unsealing any and all applications and supporting documents, including affidavits,
seeking any of the following, any court orders granting or denying any of the following, and any
other court records related to the following, such as returns, motions to seal, miscellaneous
dockets and docket entries:

* any search warrant, regardless of whether the warrant was issued or executed, and
including warrants under the Stored Communications Act (“SCA™), see 18 U.S.C. §

2703, that relates to the Kim Prosecution (collectively, the “Search Warrant Materials”);

* authorization for the use of any pen register or trap and trace device pursuant to 18

U.S.C. §§ 3121-3127, regardless of whether such authorization was granted or a pen

register or trap and trace device was used, that relates to the Kim Prosecution

(collectively, the “PR/TT Materials™); and

* any order pursuant to 18 U.S.C. § 2703(d) of the SCA, regardless of whether or not the
order was issued or executed, that relates to the Kim Prosecution (collectively, the

“Section 2703(d) Materials™).

Court records of this type are routinely maintained under seal indefinitely and are

generally not reflected on publicly available dockets. Accordingly, the Reporters Committee



does not know the docket numbers associated with the Search Warrant Materials, PR/TT
Materials, and Section 2703(d) Materials it seeks to unseal.

The United States government’s prosecution of Kim for allegedly revealing classified
national defense information to a member of the news media was and remains the subject of
intense public interest. Unsealing the Search Warrant Materials, PR/TT Materials, and Section
2703(d) Materials will shed light on the government’s investigation and prosecution of Kim,
which has now concluded, and will also provide the public and the press with valuable insight
into the government’s approach to investigations involving the disclosure of national defense
information to members of the news media more generally. In particular, unsealing of these
materials will inform the press and the public about the government’s use of electronic
surveillance tools like pen registers and trap and trace devices in connection with such
investigations.

FACTUAL BACKGROUND

1. The Kim Prosecution has been the subject of ongoing public interest.

In February of 2014, Kim pled guilty in this Court to the unauthorized disclosure of
national defense information in violation of 18 U.S.C. § 793(d). In April of 2014, the Court
accepted Kim’s guilty plea, sentenced him to thirteen months of imprisonment and twelve
months of supervised release, and ordered him to pay a $100 assessment. See Amended
Judgment, United States v. Kim, No. 1:10-cr-00225-CKK (“Kim”) (D.D.C. Apr. 8, 2014), ECF
No. 291. Kim’s indictment and subsequent guilty plea arose out of a government investigation
into the source of certain information that appeared in an article by journalist James Rosen
(“Rosen”) published by Fox News on its website on June 11, 2009 (the “Rosen Article™). The

government concluded that the Rosen Article included national defense information that had



been classified as “Top Secret/Special Compartmented Information.” See Application for Search
Warrant, Exhibit 1 at 7, Application for E-Mail Account [redacted] Maintained on Computer
Servers Operated by Google, Inc., Headquartered at 1600 Amphitheatre Parkway, Mountain
View, CA, No. 1:10-mj-00291-AK (D.D.C. Nov. 7, 2011), ECF No. 20-1 (the “Rosen Gmail
Search Warrant Affidavit”).

The government’s investigation and resulting prosecution of Kim were an immediate
subject of public interest. Members of the news media not only covered the Kim Prosecution,
they also reported more broadly on the overall increase in the number of “leak™ prosecutions by
the government under the Obama Administration. See, e.g., Scott Shane, U.S. Analyst is Indicted

in Leak Case, N.Y. Times (Aug. 27, 2010), available at http://nyti.ms/2avgDlp; Michael Isikoff,

Obama Cracks Down On Classified Leaks, Newsweek (June 10, 2010), available at

https://perma.cc/2RRV-B2G4; Scott Shane, U.S. Pressing Its Crackdown Against Leaks, N.Y.

Times (June 17, 2011), available at http://nyti.ms/1BLoYHS.

Public interest in the Kim Prosecution was heightened in May of 2013, when this Court
placed on its public docket three previously unsealed search warrants issued pursuant to the
Stored Communications Act' —two authorizing the search of two Yahoo! Email accounts used
by Kim (collectively, the “Kim Yahoo! Search Warrants™) and one authorizing the search of a
Google Mail (“Gmail”) account used by “a national news reporter” later revealed to be Rosen

(the “Rosen Gmail Search Warrant™). See Order, Application for Search Warrant for Email

! The Honorable Royce C. Lamberth, then chief judge of the district court, ordered the
documents to be unsealed in November of 2011, but they were not unsealed and placed on the
public docket until 18 months later, when The Washington Post inquired about them. Judge
Lamberth attributed that delay to a series of administrative errors. See Ann E. Marimow, Judge
Apologizes for Lack of Transparency in Leak Probe, Wash. Post (May 22, 2013), available at
https://www.washingtonpost.com/world/national-security/judge-apologizes-for-lack-of-
transparency-in-leak-case/2013/05/22/ad769370-c308-11e2-8c3b-0b5e9247e8ca_story.html.



Account [redacted] Maintained on Computer Servers Operated by Yahoo!, Inc. Headquartered
at 701 First Avenue, Sunnyvale, CA, No. 1:09-mj-00616-AK at Exhibit E (D.D.C. May 23,
2013), ECF No. 11 (“First May 2013 Unsealing Order™); Order, Application for Search Warrant
for Email Account [redacted] Maintained on Computer Servers Operated by Yahoo!, Inc.
Headqguartered at 701 First Avenue, Sunnyvale, CA, No. 1:09-mj-00619-AK at Exhibit E
(D.D.C. May 23, 2013), ECF No. 10 (“Second May 2013 Unsealing Order”); Order, Application
for E-Mail Account [redacted] Maintained on Computer Servers Operated by Google, Inc.,
Headquartered at 1600 Amphitheatre Parkway, Mountain View, CA, No. 1:10-mj-00291-AK at
Exhibit D (D.D.C. May 23, 2013), ECF No. 24 (“Third May 2013 Unsealing Order”). At the
same time, the Court also unsealed and placed on its public docket the related applications,
supporting affidavits and attachments thereto, and other “miscellaneous items” related to the
three previously unsealed search warrants. See First May 2013 Unsealing Order; Second May
2013 Unsealing Order; Third May 2013 Unsealing Order.

The unsealed materials showed not only that the government had obtained a search
warrant to search Rosen’s Gmail account, but also that, in applying for that search warrant, the
government had asserted that probable cause existed to identify Rosen, a member of the news
media, “as an aider and abettor and/or co-conspirator,” who was himself suspected of having
violated 18 U.S.C. § 793. Rosen Gmail Search Warrant Affidavit at 3, 29. In addition, the
unsealed materials revealed publicly for the first time the scope of the Rosen Gmail Search
Warrant, which covered not only communications between Rosen and Kim, but also all
communications to and from Rosen’s Gmail account on two specified dates, which the
government stated would reveal “any other sources” for the Rosen Article. Id. at 27-28. Once

made public, the Rosen Gmail Search Warrant garnered extensive media coverage and sparked



fierce public debate and discussion. See, e.g., Ann E. Marimow, 4 rare peak into a Justice

Department leak probe, Wash. Post (May 19, 2013), available at https://perma.cc/X78B-ASNT;

Michael Isikoff, DOJ confirms Holder OK’d search warrant for Fox News reporter’s emails,

NBC News (May 23, 2013), available at https://perma.cc/HE8F-SNBD; Michael Calderone &

Ryan J. Reilly, DOJ Targeting Of Fox News Reporter James Rosen Risks Criminalizing

Journalism, The Huffington Post (May 21, 2013), available at https://perma.cc/SM7N-Q74R;

N.Y. Times Editorial Board, Another Chilling Leak Investigation, N.Y. Times (May 21, 2013),

available at http://nyti.ms/ImDdK3c; Dana Milbank, /n AP, Rosen investigations, government

makes criminals of reporters, Wash. Post (May 21, 2013), available at https://perma.cc/YM7Y-

JMKP.

2. Search Warrant Materials, PR/TT Materials, and Section 2703(d) Materials
Related to the Kim Prosecution Remain Under Seal.

In addition to the Kim Yahoo! Search Warrants and Rosen Gmail Search Warrant,
documents filed with the Court in the Kim Prosecution indicate that the government obtained
other search warrants, orders authorizing the use of pen register and/or trap and trace devices,’

and orders pursuant to 18 U.S.C. § 2703(d)’ in the course of its investigation of Kim.

2 Pen registers and trap and trace devices are law enforcement surveillance tools the use of which
is governed by 18 U.S.C. §§ 3121-3127 (the “Pen Register Act” or “PRA”™). “Pen registers
record telephone numbers, e-mail addresses, and other dialing, routing, addressing, or signaling
information that is transmitted by instruments or facilities—such as telephones or computers—
that carry wire or electronic communications.” OIG, 4 Review of the FBI’s Use of Pen Register
and Trap and Trace Devices Under the Foreign Intelligence Surveillance Act in 2007 through
2009 — Executive Summary at 1 (June 2015), available at
https://oig.justice.gov/reports/2015/01506.pdf. “Trap and trace devices record similar
information that is received by such instruments or facilities.” Id. (emphasis added).

3 Under 18 U.S.C. § 2703 of the Stored Communications Act (“SCA™) a court may issue an order
authorizing the government to require electronic communication service or remote computing
service providers to disclose the contents of a subscriber or consumer’s wire or electronic
communications in electronic storage for more than 180 days and certain communications
metadata related to a subscriber or customer. 18 U.S.C. § 2703(a), (b)(1), (c)(1)-(2).




Following Kim’s indictment, the government and Kim engaged in discovery, and, on
October 11, 2011, the parties appeared at a status hearing and updated the Court with respect to
outstanding discovery issues. Notice of Filing at 1, Kim, (filed Oct. 13, 2011), ECF No. 58.
After that status hearing, the government filed with the Court all of the discovery correspondence
between the parties as of the date of that filing, without attachments. Among the correspondence
were two letters, dated October 15, 2010 and October 29, 2010, from the government to Kim’s
counsel regarding the government’s first and second production of unclassified discovery,
respectively. See id. at Exhibits 2 and 3, ECF No. 58-2 and 58-3. The letters listed the items the
government had produced to Kim’s counsel, which included, among other things, Comcast
Internet subscriber records for Kim, subscriber and IP addresses for two Yahoo! email addresses
and one Gmail address, subscriber and/or call detail records for specified phone numbers,
Verizon IP address records for a specified IP address, emails recovered from two Yahoo! email
addresses and one Gmail address, “[plen register and trap trace order results” for specified
telephone numbers, a Gmail address, and two Yahoo! email addresses, and “18 U.S.C. § 2703(d)
order results” for a Gmail address and one Yahoo! email address, among other items. /d.

Other than the Kim Yahoo! Search Warrants and Rosen Gmail Search Warrant, the
Reporters Committee is not aware of any warrants, orders authorizing the use of pen registers
and/or trap and trace devices, or Section 2703(d) orders, or any applications or other materials
related thereto, connected to the Kim Prosecution that have been unsealed.* The Reporters
Committee therefore requests that such court records—including the relevant dockets and docket

sheets—be unsealed, and that, to the extent necessary to facilitate such unsealing, the U.S.

4 Each application for a search warrant, pen register or trap and trace device, or Section 2703(d)
order was likely assigned a unique docket number, but no listing of these docket numbers is
publicly available on the Court’s website or otherwise.



Attorney be directed to provide a list of the specific docket numbers associated with the
applications and orders that are sought by this Application.
ARGUMENT
I The press and the public have a powerful interest in access to the Search
Warrant Materials, PR/TT Materials, and Section 2703(d) Materials still under
seal that relate to the Kim Prosecution.
Openness is “an indispensable attribute” of our judicial system. Richmond Newspapers,
Inc. v. Virginia, 448 U.S. 555, 569 (1980). It guards against unfairness and inequity in the
application of laws, as “the sure knowledge that anyone is free to attend gives assurance that
established procedures are being followed and that deviations will become known.” Press-Enter.
Co. v. Superior Court, 464 U.S. 501, 508 (1984) (“Press-Enterprise I'’). And, perhaps just as
importantly, “[i]n addition to ensuring actual fairness, the openness of judicial proceedings helps
ensure the appearance of fairness.” In re Application of N.Y. Times Co. for Access to Certain
Sealed Court Records, 585 F. Supp. 2d. 83, 90 (D.D.C. 2008) (“In re Application of N.Y.
Times™). As the U.S. Supreme Court has explained, “[p]eople in an open society do not demand
infallibility from their institutions, but it is difficult for them to accept what they are prohibited
from observing.” Richmond Newspapers, 448 U.S. at 572.
The U.S. Supreme Court has also recognized that the news media plays a vital role in
facilitating public monitoring of the judicial system.
A responsible press has always been regarded the handmaiden of
effective judicial administration, especially in the criminal
field. . .. The press does not simply publish information about
trials but guards against the miscarriage of justice by subjecting the
police, prosecutors, and judicial processes to extensive public
scrutiny and criticism.

Sheppard v. Maxwell, 384 U.S. 333, 350 (1966). Thus, “[w]hile media representatives enjoy the

same right of access as the public,” they often “function[] as surrogates for the public” by, for



example, attending proceedings, reviewing court documents, and reporting on judicial matters to
the public at large. Richmond Newspapers, 448 U.S. at 573.

For these reasons, it is well-settled that the public and the press have a right of access to
court documents arising from the public’s interest in observing the consideration and disposition
of matters by federal courts. See Wash. Post v. Robinson, 935 F.2d 282, 288 (D.C. Cir. 1991)
(“Robinson”) (explaining that the First Amendment right of access “serves an important function
of monitoring prosecutorial or judicial misconduct™). This right extends to dockets as well,
which, when sealed in their entirety, create a “two-tier system, open and closed,” that erodes
“[c]onfidence in the accuracy of [the court’s] records™ and “the authority of its rulings and
respect due its judgments.” CBS, Inc. v. U.S. Dist. Court for Cent. Dist. of California, 765 F.2d
823, 826 (9th Cir. 1985) (granting a radio and television network access to documents filed
under seal in a post-conviction criminal proceeding).

The public’s right of access is especially strong in matters that concern actions taken by
the executive branch. As the U.S. Court of Appeals for the Seventh Circuit has explained, “‘in
such circumstances, the public’s right to know what the executive branch is about coalesces with
the concomitant right of the citizenry to appraise the judicial branch.”” Smith v. United States
Dist. Court for S. Dist., 956 F.2d 647, 650 (7th Cir. 1992) (quoting F.T.C. v. Standard Fin.
Mgmt. Corp., 830 F.2d 404, 410 (1st Cir. 1987)); see also United States v. Aref, 533 F.3d 72, 83
(2d Cir. 2008) (stating the “courts must impede scrutiny of the exercise of [judicial] judgment
only in the rarest of circumstances,” especially “when a judicial decision accedes to the requests
of a coordinate branch”). Moreover, the press and the public have a particularly powerful
interest in obtaining access to the specific court records that are the subject of this Application.

The Reporters Committee seeks to unseal court records relating to judicial authorization for the



government’s use of certain electronic surveillance tools—a judicial process that is too
frequently shrouded in secrecy, even long after a case is no longer ongoing. And it seeks access
to such records in connection with a closed investigation in which the government obtained,
through a search warrant under the SCA, the email communications of a journalist without his
knowledge. Public access to still sealed court records concerning additional search warrants,
orders authorizing the use of pen registers and trap and trace devices, and Section 2703(d) orders
in connection with the Kim Prosecution will provide the public and the press with much-needed
insight into the government’s use of electronic surveillance tools in investigations of reporter-
source communications in general, and in connection with the Kim Prosecution, specifically.
IL. The press and the public have both a constitutional and common law right to
access the sealed Search Warrant Materials, PR/TT Materials, and Section
2703(d) Materials.

“The First Amendment guarantees the press and the public access to aspects of court
proceedings, including documents.” United States v. El-Sayegh, 131 F.3d 158, 160 (D.C. Cir.
1997); see also Robinson, 935 F.2d at 287. To determine whether the First Amendment right of
access applies to a particular type of proceeding or document, courts must consider both
“experience and logic,” i.e. (1) “whether the place and process have historically been open to the
press and general public,” and (2) “whether public access plays a significant positive role in the
functioning of the particular process in question.” Press—Enter. Co. v. Superior Court, 478 U.S.
1, 8, 9 (1986) (“Press—Enterprise II"); In re Application of N.Y. Times, 585 F. Supp. 2d at 87. If
both of these questions are answered affirmatively, a constitutional requirement of access can be
imposed. In re Reporters Comm. for Freedom of the Press, 773 F.2d 1325, 1332 (D.C. Cir.

1985). Several Circuits have recognized that this right extends to court dockets. See, e.g.,

Hartford Courant Co. v. Pellegrino, 380 F.3d 83, 94 (2d Cir. 2004) (holding that docket sheets in



civil and criminal proceedings “enjoy a presumption of openness and that the public and the
media possess a qualified First Amendment right to inspect them™); Doe v. Pub. Citizen, 749
F.3d 246, 268 (4th Cir. 2014) (holding that there is a First Amendment right of access to dockets
in civil proceedings); 1ri-Cty. Wholesale Distributors, Inc. v. Wine Grp., Inc., 565 F. App’x 477,
490 (6th Cir. 2012) (“The First Amendment access right extends to court dockets, records,
pleadings, and exhibits . . .”).

In addition, the common law also provides a right of access to judicial records and
documents. See Nixon v. Warner Commc 'ns, 435 U.S. 589, 597 (1978). The common law right
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of access to judicial records is grounded in “‘the public’s interest in keeping a watchful eye on
the workings of public agencies.”” El-Sayegh, 131 F.3d at 161 (quoting Wash. Legal Found. v.
United States Sentencing Comm’n, 89 F.3d 897, 905 (D.C. Cir. 1996) (internal quotation
omitted)). Accordingly, this right of access applies to documents that play a role in the
“adjudicatory process” and is “largely controlled by the second of the First Amendment criteria,”
El-Sayegh, 131 F.3d at 161, that is “whether public access provides a significant positive role in

the functioning” of the proceedings. Press-Enterprise 11,478 U.S. at 8.

A. The First Amendment and common law rights of access apply to the Search
Warrant Materials.

1. The public has a First Amendment right of access to the Search Warrant Materials.

The First Amendment right of access applies to search warrant materials after the
government’s investigation has concluded. See In re Application of N.Y. Times, 585 F. Supp. 2d
at 90; In re Application of WP Co. LLC for Access to Certain Sealed Court Records, No. 16-mc-
351 (BAH), 2016 WL 1604976 at *2 (D.D.C. April 1, 2016) (“In re WP”). In In re Application
of N.Y. Times, the court held that the First Amendment right of access applies to search warrants,

warrant applications, supporting affidavits, court orders, and returns post-investigation. 585 F.
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Supp. 2d at 86, 90. Applying the experience and logic test, the court found first that “post-
investigation warrant materials . . . have historically been available to the public.” Id. at 88. The
court noted that “warrant applications and receipts are routinely filed with the clerk of court
without seal,” and that there is “a common law tradition of access to warrant materials.” Id. at
88, 89. Second, the court found that logic favors access to post-investigation warrant materials,
because access to these materials “plays a significant positive rule in the functioning of the
process.” Id. at 89. In this regard, the court found, inter alia, that “[p]ublic access to warrant
materials serves as a check on the judiciary because the public can ensure that judges are not
merely serving as a rubber stamp for the police.” Id. at 90.

Courts in other circuits have likewise held that there is a First Amendment right of access
to search warrant materials after the conclusion of the government’s investigation. See United
States v. Loughner, 769 F. Supp. 2d 1188, 1195 (D. Ariz. 2011); United States v. Kott, 380 F.
Supp. 2d 1122, 1124-25 (C.D. Cal. 2004), aff’d on other grounds, 135 Fed. Appx. 69 (9th Cir.
2005); see also In re Search Warrant for Secretarial Area Outside Office of Gunn, 855 F.2d 569,
573 (8th Cir. 1988) (“In re Gunn™) (finding a First Amendment right of access to warrant
materials even while investigation is still ongoing). Those courts that have rejected a claim of
access under the First Amendment to search warrant materials have done so in cases in which the
government’s investigation was still ongoing, and have often expressly reserved the question of
whether the First Amendment right of access would apply after the investigation ends. See
Times Mirror Co. v. United States, 873 F.2d 1210, 1221 (9th Cir. 1989); Baltimore Sun Co. v.
Goetz, 886 F.2d 60, 64—65 (4th Cir. 1989); United States v. All Funds on Deposit at Wells Fargo

Bank, 643 F. Supp. 2d 577, 583 (S.D.N.Y. 2009) (“4ll Funds on Deposit™).
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Based on this precedent and application of the experience and logic test, the First
Amendment right of access applies to the Search Warrant Materials at issue here. The
government has concluded its investigation into the disclosure of classified information that
appeared in the Rosen Article, as Kim pled guilty in connection with that disclosure in 2014. As
the court in In re Application of N.Y. Times recognized, such post-investigation search warrant
materials “have historically been available to the public.” 585 F. Supp. 2d at 88. In addition,
public access to the Search Warrant Materials will play “a significant positive rule in the
functioning of the process,” id. at 89; it will “serve[] as a check on the judiciary,” id. at 90, as
well as a potential “curb on prosecutorial . . . misconduct,” In re Gunn, 855 F.2d at 573.
Accordingly, the public has a First Amendment right of access to the Search Warrant Materials.

2. The public has a common law right of access to the Search Warrant Materials.

In addition, the public has a common law right of access to the Search Warrant Materials
at issue here. Post-investigation search warrants, warrant applications, supporting affidavits,
court orders, and returns are judicial records to which the common law right of access applies.
See In re Application of N.Y. Times, 585 F. Supp. 2d at 92; see also In re Search Warrants Issued
on May 21, 1987, Misc. No. 87-186 (JHG), 1990 WL 113874 at *3 (D.D.C. July 26, 1990)
(finding a common law right of access attaches to affidavits in support of search warrants, post-
investigation). Indeed, while the D.C. Circuit has not expressly addressed this issue, other
federal courts of appeals have almost uniformly found that search warrant materials in closed
investigations are judicial records to which the common law right of access applies. See In re
Search of Fair Finance, 692 F.3d 424, 433 (6th Cir. 2012) (stating that “the common law right of
access to judicial documents may in some situations permit access to search warrant

proceedings,” including documents); United States v. Business of Custer Battlefield Museum and
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Store, 658 F.3d 1188, 1192 (9th Cir. 2011) (finding that the common law right of access applies
to search warrant applications and their supporting affidavits after the government’s criminal
investigation ended); In re EyeCare Physicians of America, 100 F.3d 514, 517 (7th Cir. 1996)
(holding that the common law right of access applies to a search warrant affidavit); In re
Newsday, Inc., 895 F.2d 74, 79 (2d Cir. 1990) (finding that a search warrant application is “a
public document subject to a common law right of access” at the post-investigation stage);
Baltimore Sun Co., 886 F.2d at 64 (finding that “affidavits for search warrants are judicial
records™).

B. The First Amendment and common law rights of access apply to the Section
2703(d) and PR/TT Materials.

1. The public has a First Amendment right of access to the Section 2703(d) and PR/TT
Materials.

The Section 2703(d) Materials and PR/TT Materials are analogous to search warrant
materials from closed investigations, which, as discussed above, this Court has previously held
are subject to the First Amendment right of access. See In re Application of N.Y. Times, 585
F. Supp. 2d at 90. Accordingly, applying the experience and logic test, as well as the court’s
reasoning in In re Application of N.Y. Times, it is clear that the First Amendment right of access
applies to both the Section 2703(d) Materials and PR/TT Materials at issue here.

First, the tradition of public access to post-investigation search warrant materials
recognized in In re Application of N.Y. Times likewise applies to the Section 2703(d) Materials
and PR/TT Materials. See El-Sayegh, 131 F.3d at 161 (stating that “[a] new procedure that
substituted for an older one would presumably be evaluated by the tradition of access to the older
procedure™); see also United States v. Gonzales, 150 F.3d 1246, 1256 (10th Cir. 1998) (noting

that the experience prong may be satisfied by establishing a history of access to information
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“reasonably analogous” to the information sought). As the court in In re Application of N.Y.
Times recognized, “post-investigation warrant materials . . . have historically been available to
the public,” as shown by the “routine historical practice” of filing warrant applications and
receipts with the clerk of court without seal. 585 F. Supp. 2d at 88. Moreover, the historic
common law right of access to warrant materials, which is “an appropriate consideration to take
into account when examining the scope of First Amendment,” also weighs “strongly in favor of a
First Amendment qualified right of access to warrant materials.” Id. at 89. The Section 2703(d)
and PR/TT Materials, which are functional equivalents to search warrants, must be evaluated by
this same historic tradition of access. See El-Sayegh, 131 F.3d at 161; Gonzales, 150 F.3d at
1256.

Second, just as with post-investigation search warrants, logic strongly supports a First
Amendment right of access to the Section 2703(d) and PR/TT Materials at issue here. See In re
Application of N.Y. Times, 585 F. Supp. 2d at 90 (“Specifically, with respect to warrants,
openness plays a significant positive role in the functioning of the criminal justice system, at
least in the post-investigation stage.”). As the court in In re Application of N.Y. Times explained,
public access to warrant materials, among other things “serves as a check on the judiciary
because the public can ensure that judges are not merely serving as a rubber stamp for the
police.” Id. Indeed, because Section 2703(d) orders and orders authorizing the use of PR/TT
devices function like warrants, but may be obtained on a showing Jower than the probable cause
standard that must be satisfied to obtain a search warrant under Federal Rule of Criminal
Procedure 4, see 18 U.S.C. § 2703(d) and 18 U.S.C. § 3123(a)(1), access to such materials

arguably plays an even more “significant positive role in the functioning of the criminal justice
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system.” In re Application of N.Y. Times Co., 585 F. Supp. 2d at 90.> Access to the Section
2703(d) and PR/TT Materials at issue here will allow the public to scrutinize the arguments the
government put forth in support of their applications for Section 2703(d) orders and orders
authorizing the use of PR/TT devices in connection with its investigation of Kim, as well as the
basis for any court order granting or denying such applications. Thus, such access will allow the
public to serve as a check on prosecutors and ensure that judges are not “serving as a rubber
stamp” for the issuance of such orders. In re Application of N.Y. Times, 585 F. Supp. 2d at 90;
see also In re Gunn, 855 F.2d at 573.

To date, no federal court of appeals has squarely addressed the question of whether the
First Amendment right of access applies to Section 2703(d) orders in the context of a closed
investigation. The only court of appeal to address access to Section 2703(d) orders, the Fourth
Circuit, did so in the context of an ongoing criminal investigation and concluded that the First
Amendment right of access did not apply in that context. In re Application of United States for
an Order Pursuant to 18 U.S.C. Section 2703(D), 707 F.3d 283, 292 (4th Cir. 2013) (“In re
United States™). In that case, petitioners sought access to Section 2703(d) orders and related
documents at the pre-grand jury phase. Id. at 286. The Fourth Circuit found that, at that early
phase in the proceedings, “secrecy is necessary for the proper functioning of the criminal

investigations,” and that “openness will frustrate the government’s operations.” Id. at 292. In

3 Orders authorizing the installation and use of PR/TT devices may be obtained ex parte by the
government on a certification that “the information likely to be obtained by such installation and
use is relevant to an ongoing criminal investigation.” 18 U.S.C. § 3123(a)(1). A Section
2703(d) order may be issued “if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and material to an
ongoing criminal investigation.” 18 U.S.C. § 2703(d).
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contrast, here, there is no ongoing investigation in this case; Kim was indicted, he pled guilty,
and he was sentenced. Accordingly, In re United States, is inapposite.

2. The public has a common law right of access to the Section 2703(d) and PR/TT
Materials.

In addition to the First Amendment right of access, the Section 2703(d) and PR/TT
Materials are also subject to the common law right of access. As with search warrants and
related orders, Section 2703(d) orders and orders authorizing the use of PR/TT devices, as well
as any subsequent, related court orders, are judicial records. EEOC, §8 F.3d at 1409; In re
United States, 707 F.3d at 290 (“[I]t is commonsensical that judicially authored or created
documents are judicial records.”). Keeping with this principle, courts have held that the common
law right of access attaches to both Section 2703(d) orders and orders authorizing the use of
PR/TT devices. See In re United States, 707 F.3d at 290-91 (stating that “we have no difficulty
holding that the actual § 2703(d) orders and subsequent orders issued by the court are judicial
records”); In re Sealing & Non-Disclosure of PR/TT/2703(D) Orders, 562 F. Supp. 2d 876, 891
(S.D. Tex. 2008) (“In re Sealing”) (writing that “opinions, orders, judgments, docket sheets, and
other information related to the court’s public functions™ are in the “top drawer of judicial
records” that are “hardly ever closed to the public™). Accordingly, the Section 2703(d) orders,
orders authorizing the use of PR/TT devices, and any subsequent, related court orders issued in
this case are judicial records subject to a strong presumption of access under the common law.

Additionally, just as applications and supporting affidavits for search warrants are
judicial records, see, e.g., In re Application of N.Y. Times, 585 F. Supp. 2d at 92, applications and
supporting affidavits for Section 2703(d) orders and orders authorizing the use of PR/TT devices
are likewise judicial records because of the important role they play in the adjudicatory process.

See El-Sayegh, 131 F.3d at 163. Section 2703(d) provides that the court shall issue a Section
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2703(d) order “only if the governmental entity offers specific and articulable facts showing that
there are reasonable grounds to believe” the communications content or communications
metadata “are relevant and material to an ongoing criminal investigation.” 18 U.S.C. § 2703(d).
Thus, the applications and supporting affidavits are the basis for the court’s determination as to
whether the government has met the statutory standard for issuance of a Section 2703(d) order,
which is “essentially a reasonable suspicion standard.” In re United States, 707 F.3d at 287.
Likewise, before a court is required to enter an order authorizing the installation and use of a pen
register or trap and trace device, it must conclude that “the attorney for the Government has
certified to the court that the information likely to be obtained by such installation and use is
relevant to an ongoing criminal investigation.” 18 U.S.C. § 3123(a)(1). The application thus
plays a decisive role in the court’s determination as to whether use of a PR/TT should be
authorized.

Finally, other motions related to Section 2703(d) orders and PR/TT orders also play a key
role in the adjudicatory process and therefore are judicial records. See El-Sayegh, 131 F.3d at
163. Such derivative motions are filed with the objective of obtaining judicial action or relief,
and the court relies upon such filings in granting or denying the relief sought. Consistent with
this reasoning, the Fourth Circuit has held that derivative Section 2703(d) motions are judicial
records because they play a role in the adjudicative process; namely, “they were filed with the
objective of obtaining judicial action or relief pertaining to § 2703(d) orders.” In re United
States, 707 F.3d at 291. For these reasons, any derivative Section 2703(d) and PR/TT motions
are judicial records to which the common law right of access applies.

III.  The Government cannot meet its burden to overcome the presumption of access

to the Search Warrant Materials, the PR/TT Materials, and the Section 2703(d)
Materials.
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A. The gsovernment cannot demonstrate a compelling interest that justifies the
continued sealing of the Search Warrant Materials, the PR/TT Materials,
and the Section 2703(d) Materials.

Although the First Amendment right of access “is not absolute, the standard to overcome
the presumption of openness is a demanding one.” In re Special Proceedings, 842 F. Supp. 2d
232,239 (D.D.C. 2012). A document to which the First Amendment right of access applies may
remain under seal only if “specific, on the record findings are made demonstrating that ‘closure
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is essential to preserve higher values and is narrowly tailored to serve that interest.”” Press—
Enterprise I, 478 U.S. at 13—-14 (quoting Press—Enterprise I, 464 US. at 510). Thus, the
presumption of public access may be “overridden only if the government demonstrates that (1)
closure serves a compelling interest; (2) there is a substantial probability that, in the absence of
closure, this compelling interest would be harmed; and (3) there are no alternatives to closure
that would adequately protect the compelling interest.”” Inre WP, 2016 WL 1604976 at *2
(quoting Robinson, 935 F.2d at 290) (internal quotation marks omitted)).

Because the government’s investigation of Kim has concluded, there is no compelling
interest in the continued sealing of the Search Warrant, Section 2703(d), and PR/TT Materials in
their entirety. Indeed, in light of Kim’s guilty plea, there can be no law enforcement interest
implicated by public disclosure of the Search Warrant, Section 2703(d), and PR/TT Materials.
See Inre WP,2016 WL 1604976 at *2. Moreover, to the extent that the government could
identify some compelling interest that justified sealing some portion of the Search Warrant,
Section 2703(d), or PR/TT Materials, redaction—not wholesale sealing—would be warranted.
See In re Application of N.Y. Times, 585 F. Supp. 2d at 91.

B. The government cannot overcome the presumption in favor of disclosure of

the Search Warrant Materials, PR/TT Materials, and Section 2703(d)
Materials at issue here under the common law.
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In determining whether a judicial record should be unsealed under the common law right
of access, “the starting point . . . is a ‘strong presumption in favor of public access.”” EEOC, 98
F.3d at 1409 (quoting Johnson v. Greater Se. Cmty. Hosp. Corp., 951 F.2d 1268, 1277 (D.C. Cir.
1991)); see also United States v. Hubbard, 650 F.2d 293, 317 (D.C. Cir. 1981) (acknowledging
the “important presumption in favor of public access to all facets of criminal court
proceedings™). Under the Hubbard test applicable in this Circuit, courts evaluating whether the
common law right of access applies should consider: (1) the need for public access to the
documents at issue; (2) the public use of the documents; (3) the fact of objection and the identity
of those objecting to disclosure; (4) the strength of the generalized property and privacy interests
asserted; (5) the possibility of prejudice; and (6) the purposes for which the documents were
introduced.’ Hubbard, 650 F.2d at 317-22. Here, the Hubbard factors weigh in favor of
disclosure of the Search Warrant, Section 2703(d), and PR/TT Materials.

First, the public interest in access to the Search Warrant, Section 2703(d), and PR/TT
Materials is strong. The Kim Prosecution and underlying investigation—and, in particular, the
revelation that the government named Rosen an “aider, abettor, and/or co-conspirator,” and
targeted his email account for search—were the subject of considerable public attention. And
the public has “a legitimate interest in observing and understanding how and why” the Kim
“investigation progressed in the way that it did,” In re Application of N.Y. Times, 585 F. Supp. 2d
at 93, including specifically how the government obtained and used search warrants, Section

2703(d) orders, and pen registers and trap and trace devices in its investigation.

S The In re Application of N.Y. Times Court limited the sixth Hubbard factor to the facts of that
case and found it inapplicable to the determination of whether search warrant materials should be
unsealed. 585 F. Supp. 2d at 92 n.13. Accordingly, this factor is irrelevant in determining
whether the Search Warrant, Section 2703(d), and PR/TT Materials here should be unsealed.
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The second Hubbard factor focuses on “the extent to which information sought was
already in the public forum.” In re Application of N.Y. Times, 585 F. Supp. 2d at 93 (citing
Hubbard, 650 F.2d at 318). The public knows that Kim and Rosen were targets of search
warrants, Section 2703(d) orders, and PR/TT orders, and Kim pled guilty to a criminal charge in
connection with the case. As a result, although the judicial records relating to the use of those
investigatory tools are sealed, their underlying subject matter is already public, weighing in favor
of disclosure.

As to the third and fourth Hubbard factors, no one has yet objected to the disclosure of
the Search Warrant, Section 2703(d), or PR/TT Materials or asserted any privacy interests. To
the extent such privacy interests may be asserted in the future, there is no indication that the
materials sought here contain any specific, intimate personal details, and a generalized privacy
interest, without more, is insufficient to prevent disclosure. In re Application of N.Y. Times, 585

29

F. Supp. 2d at 93 (holding that statement that individual “wants ‘to get on with his life,”” without
more specific information, is not a “legally cognizable privacy interest”); Hubbard, 650 F.2d at
324 (stating that valid privacy interests arise in “intimate details of individual lives, sexual or
otherwise”).

Finally, because Kim pled guilty in 2014, thereby ending the government’s investigation,
there is no possibility of prejudice from unsealing the Search Warrant, Section 2703(d), or
PR/TT Materials. Accordingly, the fifth Hubbard factor also favors disclosure.

Applying these factors, the court in In re Application of New York Times concluded that
the public’s common law right of access to search warrant materials had not been overcome.

This Court found that the public had a “legitimate interest in observing and understanding how

and why the investigation™ at issue in that case “progressed in the way that it did.” Inre
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Application of N.Y. Times, 585 F. Supp. 2d at 92-93. And, even though a target of the
government investigation objected to public disclosure of the records sought in that case on
privacy grounds, the court found that objection insufficient, noting that the government did “not
provide any specifics” regarding the privacy interest purportedly at stake, “other than to state that
[the target] wanted[ed] ‘to get on with his life.”” Id. at 93. In addition, the government conceded
that there was no possibility of prejudice from release of the documents. /d. Accordingly, the
court concluded that if it were to analyze the case under the common law standard, the materials
could not remain under seal because “[t]he public has made a strong showing of need for the
materials, much of the information is already in the public forum, [] there is no possibility of
prejudice to an investigation or a future defendant,” and the government made only a
“generalized assertion” of a privacy right. Id. The same analysis applies here.

Because the Hubbard factors weigh in favor of disclosure and no factors weighs against
disclosure, the Court should grant the Reporters Committee’s motion to unseal the Search
Warrant, Section 2703(d), and PR/TT Materials pursuant to the common law right of access.

CONCLUSION

The press and public have both a common law and First Amendment right of access to
the Search Warrant, Section 2703(d), and PR/TT Materials related to the government’s
completed investigation and prosecution of Kim. There is no compelling interest justifying the
continued sealing of these materials in their entirety. Particularly in light of the powerful public
interest in access here, the Reporters Committee respectfully requests that the Court enter an

order unsealing the Search Warrant, Section 2703(d), and PR/TT Materials at issue.
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