






























Homeland Security Act. Va. Code Ann.§ 2.2-3705.2(14). This federal statute was designed to 

address international terrorism, see generally, 6 U .S.C. ch. 1,9 and it tasks a Director of the 

Cybersecurity and Infrastructure Security Agency with identifying terrorist threats to the country. 

6 U.S.C. § 652(e)(l)(B). The Public Safety Exemption, which was enacted in the years 

following the attacks of September 11, 2001, shares a similar legislative history. The four 

categories now enumerated in the catch-all provision were originally placed within a separate 

subsection specifically meant to remove "plans and information to prevent or respond to terrorist 

activity" from the mandatory disclosure requirements of VFOIA. 2003 Va. Acts 704; see also 

Va. Code Ann. § 2.2-3705(A)(57) (2004) (repealed and recodified under new numbering by 

2004 Va. Acts 690). 

The General Assembly chose the phrase "critical infrastructure information" and its 

associated statutory definition to replace existing statutory language ("critical infrastructure 

sector or structural components") in April 2016. 20 I 6 Va. Acts 7 I 7. 10 Under the Homeland 

Security Act, "Critical infrastructure" is defined as: 

systems and assets, whether physical or virtual, so vital to the United States that 
the incapacity or destruction of such systems would have a debilitating impact on 
security, national economic security, national public health or safety, or any 
combination of those matters. 

42 U.S.C. § 5195c(e); accord6 U.S.C. § 101(4). The definition of"critical infrastructure 

information" thus identifies a class of infrastructure-systems and assets so vital that their 

destruction would risk national (or Commonwealth) security (including economic security and 

9 This statute has since been transferred to 6 U.S.C. § 671. 

10 The operative definition in the federal statute at that time was substantively identical to that 
currently in place. Compare 6 U.S.C. § 131 (2016) with 6 U.S.C. § 671 (2022). 
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public health)-that could be put at risk by the mere disclosure of certain information. Under the 

federal statute this means 011/y information that could: (A) interfere with critical infrastructure, 

(B) hinder the ability of critical infrastructure to resist an attack, or (C) expose a past problem or 

solution that could make critical infrastructure vulnerable to attack. 6 U.S.C. § 671(3) (emphasis 

added). Accordingly, though VADOC may erroneously describe (for example) fleeting 

depictions of the interiors of its facilities as the disclosure of "critical infrastructure information" 

the statutory definition of that term, which incorporates this backdrop of federal law, makes clear 

that this type of information is not present in the records responsive to Petitioners' request. 

Nor will disclosure of the requested records reveal "the location and operation of 

securities equipment and systems." The statute provides several examples of the types of 

"securities equipment and systems" that it is meant to protect, specifically: "ventilation systems, 

fire protection equipment, mandatory building emergency equipment or systems, elevators, 

electrical systems, telecommunications equipment and systems, or utility equipment and 

systems." As with "critical infrastructure information," the General Assembly enacted this 

portion of the statute to protect information the disclosure of which might aid in terrorist activity 

or other similar threats to public safety. This is evident from the statute itself, which requires 

"[a]ny public body receiving a request for records excluded under [subsections (iv)(a) and (iv)(b) 

of the Public Safety Exemption] to notify the Secretary of Public Safety and Homeland Security 

or his designee of such request and the response made by the public body." See Va. Code§ 2.2-

3705. It is also clear from the legislative history of the provision, which, as originally enacted, 

was directed to "the safety of ... [a] building or its occupants in the event of terrorism or other 

threat to public safety." 2003 Va. Acts 891; Va. Code Ann. § 2.2-3705(A)(39) (2004); see 

generally Lucy Daglish et al., State Open Government Law and Practice in a Post-9/11 World 82 
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(2007). This provision was later combined with the "critical infrastructure information" 

provision. See 2017 Va. Acts 778. Given the foregoing, the clear legislative intent of the 

General Assembly as to provide agencies discretion over the release of information that would 

pose a potential terrorist or public safety threat by revealing "securities equipment and systems." 

This threat is not posed by the release of the records sought by Petitioners, which would reveal 

only infrastructure already in plain sight of prisoners and other visitors to V ADOC facilities. 

2. Disclosure of the requested records will not reveal surveillance 
techniques, personnel deployments, alarm or security systems or 
technologies, or operational plans or protocols. 

VADOC's own Operating Procedures foreclose any argument that the requested records 

would reveal a "personnel deployment," "alarm or security system or technology," or 

"surveillance technique." Instead, the requested records will (at most) describe or depict 

V ADOC' s use of force, through dogs, which V ADOC itself have described as a "force 

multiplier" in a category that includes "chemical agents" like tear gas and "impact weapons" like 

batons or nightsticks. Exhibit Cat 6 ("Force multipliers (chemical agents, impact weapons, 

canines, etc.) may be used on offenders with disabilities, if necessary to protect the staff, visitors, 

and other offenders or to control disruptive behavior.") (emphasis added). 

Further, the requested records would not reveal "operational plans or protocols." Rather, 

the records sought by Petitioners relate to specific, already-occurred incidents, see generally 

Exhibit D, not operational plans or protocols which are, by their nature, abstract and forward­

looking, see Protocol, Oxford English Dictionary (3d ed. 2007) ("[T]he accepted or established 

code of behaviour in any group, organization, or situation; an instance of this."); Plan, Oxford 

English Dictionary (3d Ed. 2007) ("An organized (and usually detailed) proposal according to 

which something is to be done."). 
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B. Even if portions of the requested records did implicate the Public Safety 
Exemption's catch-all provision, V ADOC cannot possibly show that such a 
disclosure will "jeopardize safety and security" because it has made frequent 
disclosures of the same information for its own benefit. 

V ADOC has previously allowed security footage of Red Onion State Prison, as well as 

unredacted bite reports, into the public record in several ways. This is dispositive because, 

assuming, arguendo, that the language of the Public Safety Exemption even reaches the 

requested records, V ADOC will bear the burden of demonstrating that safety or security would 

be 'jeopardized." Va. Code Ann. § 2.2-3705.2(14). That term, under this subsection of VFOIA 

is understood to mean "to expose to danger (as of imminent loss, defeat, or serious harm)." Va. 

Dep 't of Corr. v. Surovell, 290 Va. 255, 264 (2015). The test for whether the disclosure of 

information would jeopardize the safety or security of the prison is "whether on the whole record 

the VADOC's judgment objectively survives the test of reasonableness, good faith, specificity, 

and plausibility in this field of prison security." Id. at 585. Because of the nature of the records 

requested, there is no set of facts through which V ADOC will be able to meet that burden. See 

Suro veil v. Va. Dep 't of Corr., 92 Va. Cir. 35 8, 2016 WL 8231151, * 11 (2016) ( ordering release 

ofrecords for which "there is not even a speculative claim as to how disclosure of these records 

would create a 'reasonable expectation' of 'potential danger."'). 

First, VADOC has submitted unredacted bite reports and security footage as evidence in 

cases with publicly accessible dockets or permitted such reports to be filed without seeking to 

have them sealed. E.g., Weeks Affidavit~~ 3-6; Exhibit H;; Exhibit I; Exhibit J. Therefore, the 

release of the requested records would not create any reasonable safety risk. The reports 

Petitioners seek to review cannot fall within the scope of the Public Safety Exemption because 

they are indistinguishable from unredacted bite reports available through PACER, the federal 

court system's public-facing electronic records database. These publicly available, unredacted 
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bite reports describe the names and identification numbers of all the inmates and officers 

involved in specific canine interactions. E.g., Weeks Affidavit ,i 5; Exhibit J. Additionally, the 

reports describe details such as officer testimony as to the commands given to the canine and 

where on the body the canine bit specific inmates. The publicly available, unredacted bite 

reports even describe the crowd management of other prisoners who were not involved, and the 

specific medical attention given to the bitten inmates. Id. 

Moreover, these dockets also contain security camera footage that directly depicts the use 

of canines to restrain prisoners-the exact kind of footage Petitioners seek in the Red Onion 

Recordings Request. See, e.g., Exhibit K (Defense Exhibit No. 64 and 65, Alana v. Rose, No. 

7: l 8-cv-00420, ECF No. 71 (W.D. Va. Aug. 28, 2018)). 11 These recordings capture physical 

altercations between multiple inmates where security officers deployed canines as a method of 

de-escalation. Id. In one instance, they show an inmate being bitten by a canine, and 

accompanying unredacted reports describe the names of the inmates, the location and depth of 

the bite along with the medical treatment used by the prison doctors to treat the injury. Id. 

Additionally, the officer who deployed the canine is also named in the report. Id. The fact that 

these recordings already exist in the public record undercuts the possibility of any safety risk 

created by the release of records sought in the Red Onion Recordings Request. 

11 Exhibit K is provided to the Court on a USB drive. Rapid Eye video footage captures multiple 
perspectives simultaneously; the footage is stored by V ADOC in a unique file format that can be 
played on the application also provided to the Court on the USB drive called 
"REMMClipPlayer.exe." 

18 



fA 1 Pod Right from clip Rapid Eye Video - Hines Alana fight (5).REM 

I 
16/17/2016 7:24:17 PM RTZ (GM-i:os:OOl 

Above: RapidEye video footage depicting a canine biting a prisoner. (Exhibit K) 

Second, V ADOC has permitted access to Red Onion State Prison by the media, including 

permitting a full-length documentary depicting much of the prison's interior and exterior 

structure, the placement of cameras and guards, and even (briefly) canines. See So/ita,y: Inside 

Red Onion State Prison (HBO 2016). 12 Within the first five minutes of the documentary, 

viewers are shown an interview of a prison inmate that conveys sensitive information such as the 

prisoner's identity and life story, the unobscured identity of the guards, and the security 

procedures and restraints used by the guards to escort inmates to and from solitary confinement. 

Id. at 3:05-4: 15. Additionally, the documentary shares the specific locations of oversight 

mechanisms such as armed guards and cameras. Id. at 8:13-8:25. 

12 The use of dogs is not a focus of the documentary, although in the closing moments of the 
documentary, an officer can be seen leading a large canine around the prison yard on a leash. 
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Third, VADOC has itself published video footage of Red Onion as a publicity tool. 

V ADOC operates a You Tube page that presents on line videos about several aspects of the prison 

system in Virginia. See Virginia Department of Corrections, YouTube, 

https://www.youtube.com/user/virginiacorrections (last visited Dec. 21, 2023). In 2016, 

VADOC posted a documentary-style video profiling Red Onion State Prison to the VADOC 

YouTube page. See Virginia Department of Corrections, Red Onion State Prison, YouTube (Oct 

12, 2016), https://www.youtube.com/watch?v=H-nnDf88zmE. Through this video, VADOC 

presents numerous depictions of the prison, which permit the viewer a broad understanding of 

the prison population, security personnel, layout, and security strategy. Id. Specifically, the 

names and unobscured identities of several guards and prison administrators are shown 

throughout the documentary. E.g., id. at 2:45-12:26. Additionally, several maximum-security 

inmates-their identities, voices, and general cell locations-are featured. Id. at 19:51-22:54. 

Above: VADOC YouTube video shows the identity and imprisonment informahon of an inmate. 
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Above: VADOC YouTube video shows cells of two prisoners taking rehabilitation classes. 

Above: VADOC YouTube video shows the location of security cameras in Red Onion. 

Given VADOC's willingness to disclose such information through a publicly accessible 

media outlet such as YouTube, VADOC's judgment regarding the potential security risk of 

records responsive to the Red Onion Recordings cannot "objectively survive[] the test of 
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reasonableness, good faith, specificity, and plausibility." 

Separately, but importantly, the requested records will show that VADOC employs use of 

force through dogs in its administration of the prison system-already public knowledge-and 

will depict or describe actual canine encounters that have already occurred. Petition,, 7, 8. 

Indeed, the requested records will reveal little more about the dogs than is already known by the 

prisoner on whom the dogs were deployed (in the case of the Recordings Request) or the person 

who suffered a bite (in the case of the Bite Reports Request). Id. The same holds true for any 

fleeting or inadvertent depiction of V ADOC facilities in the requested records. Whatever 

surrounding infrastructure elements are shown in the Recordings Request will necessarily be 

those visible to both guards and prisoners. Indeed, it defies common sense that the disclosure of 

self-evident infrastructure information within the requested records could pose a reasonable 

danger when such information exists in plain view of inmates. 

Persuasive authority suggests that a limited relationship to security is insufficient to 

exempt a record under the Public Safety Exemption. The statutory provision "does not exempt 

all procedural records or manuals solely because they may be related to security issues. Instead, 

the exemption only applies to those records whose disclosure would jeopardize the security of 

the building or the safety of the persons using the building." Virginia Freedom oflnformation 

Advisory Council, Advisory Op. AO-02-13 (Oct. 31, 2-22). 13 The requested records, which 

relate to past canine encounters, have at most an insufficient, tangential "relat[ion] to security 

13 Available at https://perma.cc/7RUN-3PQM. The VFOIA Council is an advisory council in the 
legislative branch created "to encourage and facilitate compliance with the Freedom of 
Information Act." Va. Code Ann.§ 30-178 et seq. Upon request, it provides advisory opinions 
or guidelines to requesters or public bodies. Va. Code Ann.§ 30-179. 
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issues." Any claim by V ADOC that such records will jeopardize safety and security will be 

"merely conclusory," at best. See Surovell, 2016 WL 8231151, at *5 n.5. 

* * * 

The purpose of the Public Safety Exemption is to allow agencies to forgo disclosure of 

extremely sensitive information, such as confidential engineering schematics, operational plans, 

or internal security mechanisms, that could weaken public safety or security (for instance, by 

providing a roadmap for terrorists) just through their public disclosure. As a matter of law, this 

exemption cannot apply to the information contained within the requested records. Additionally, 

the information contained within the requested records is of the same character as that already in 

the public record. As such, the disclosure of those records cannot possibly pose the level of 

reasonable potential danger, the burden that V ADOC must satisfy under the Public Safety 

Exemption. 

III. The Records of Persons Imprisoned Exemption is inapplicable to the Red Onion 
Recordings Request. 

Both the plain text of VFOIA and the principles of statutory interpretation contradict 

VADOC's claim that video and audio recordings of dog bites in Red Onion State Prison can be 

withheld under the Records of Persons Imprisoned Exemption. 14 The exemption reads: 

B. Discretionary releases. The following records are excluded from the • 
mandatory disclosure provisions of this chapter, but may be disclosed by the 
custodian, in his discretion, except where such disclosure is prohibited by law: 

[ ... ] 

4. All records of persons imprisoned in penal institutions in the Commonwealth 
provided such records relate to the imprisonment[.] 

14 VADOC does not assert that this exemption applies to the records responsive to the Bite 
Reports Request. Exhibit E at 2. 
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Va. Code Ann. § 2.2-3706(B)(4). This exemption, like all VFOIA exemptions, must "be 

narrowly construed" in a manner that accords with the General Assembly's intent to provide "an 

increased awareness by all persons of governmental activities and afford every opportunity to 

citizens to witness the operations of government." Va. Code Ann.§ 2.2-3700. 

It is apparent from the plain text of this exemption that the scope of this statute does not 

extend to the requested records. See Brown v. Lukhard, 229 Va. 316, 321 ( 1985) ("If language is 

clear and unambiguous, there is no need for construction by the court; the plain meaning and 

intent of the enactment will be given it."). In order for this exemption to reach a particular 

record, two conditions must be met: (1) the record must be "of' a specific prisoner, and (2) the 

record must specifically relate to that prisoner's imprisonment. Neither of these conditions can 

be satisfied with respect to the recordings of dog bites. 

First, the records sought by Petitioners are not records of prisoners that relate to their 

imprisonment, but instead are records of how the prison itself is administered-they were created 

by the prison administration and convey the actions of prison officials. Records responsive to 

the Red Onion Recordings Request reflect a prison officer's decision to use a dog; it is this 

decision which prompts the recording of an interaction. Far from being records "of prisoners," 

categorically, the requested records could potentially reveal collateral injuries to guards or others 

who are not inmates, or injuries to the dogs themselves. See Exhibit A at 20. 

Even to the extent the requested records contain depictions of inmates, video and audio 

recordings that depict prisoners do not automatically fall within the scope of the Records of 

Persons Imprisoned Exemption. Notably, the presence of an identifiable inmate in a specific 

correctional facility does not constitute confidential information. In Virginia, a person's 

incarceration status is public information; V ADOC acknowledges that "custody or parole status 
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and facility location" specific to an individual inmate to be released to the public. Va. Dep't of 

Corrections, Public Access to DOC Public Records, Operating Procedure 050.01 at 16-17 (May 

I, 2023). The requested recordings do not expose any intimate infonnation about inmates to the 

public that is not already publicly accessible. 15 

The Records of Persons Imprisoned Exemption must be read narrowly to preserve the 

ability of the public to engage in this valuable oversight. Because VADOC is specifically 

focused on the administration of prisons, nearly any record that the agency generates could be 

creatively cast to relate to "persons imprisoned." Thus, a broad interpretation of this exemption 

reaching such records would severely curtail the ability of the press and public to oversee 

VADOC. Not only would this result violate VFOIA 's rule of construction, it would also 

undermine the statute's overall purpose. Va. Code Ann. § 2.2-3700 (requiring exemptions to "be 

narrowly construed" to promote "an increased awareness by all persons of governmental 

activities [that] afford[s] every opportunity to citizens to witness the operations of 

government."). This exemption should not be read to apply to records a/the prison 

administration that directly convey its actions. 

Nor do these recordings "relate to the imprisonment" of an inmate. Imprisonment is "a 

penalty of violating a criminal law," consisting of "confine[ment] or physical[] restrict[ion] [of] 

one's personal liberty, usually in a jail or prison." Imprison, Legal Info. Inst., 

https://penna.cc/PN6N-CYXK (last visited May 21, 2023); see also Imprisonment, Black's Law 

Dictionary (11th ed. 2019) ("The act of confining a person, esp. in a prison."). Recordings of 

canines biting or otherwise "engaging" a person in a VADOC facility-even if that person is a 

15 In the alternative, to the extent the court disagrees, the identities of inmates could easily be 
obscured via blurring. 
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prisoner--do not fall within the exemption because they do not relate to "imprisonment," but 

rather to VADOC's deliberate use of force. 

The nature of the requested recordings differs significantly from those records at issue in 

National Public Radio v. Virginia Department of Corrections. In that case, the Court found that 

V ADOC was entitled to exercise its discretion to withhold audio recordings "made during 

executions conducted in Virginia." Order, National Public Radio v. Virginia Department of 

Corrections, Cir. Ct. for the City of Charlottesville, No. CL23-386 (Aug. 28, 2023) (internal 

quotation marks omitted). The Red Onion Recordings Request implicate spontaneous actions 

and decision-making of V ADOC; the requested records directly reflect and primarily focus on 

the use of canines within VADOC facilities. 16 The records at issue are not records of persons 

imprisoned and do not concern imprisonment; rather, they depict or reflect VADOC's decision to 

use canines in certain situations. 

Public oversight is particularly important for V ADOC-an agency that, by necessity, 

operates largely behind locked doors. Jfthe Records of Persons Imprisoned Exemption applies 

to all records that reference inmates in any context, VFOIA would be rendered almost 

inoperative against this agency. Because the requested recordings are not "records of persons 

imprisoned ... relate[d] to the imprisonment," they are not exempt from mandatory disclosure 

and must be produced. 

16 Mr. Kalish is a party to both this matter and National Public Radio et al. v. Virginia 
Department of Corrections. That case is presently before the Virginia Court of Appeals (CAV 
Record No. 1669-23-2); Mr. Kalish waives no argument in that case through the above 
description, which is meant only to distinguish the records at issue in the two matters. 
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IV. VADOC must release all portions of the requested records not subject to the 
claimed exemptions. 

V ADOC is required to release all information contained within the requested records. 

Even if the Court determines that certain information within a record falls under one of the 

claimed exemptions, VFOIA requires VADOC to release other portions of that record. Va. Code 

§ 2.2-3701; see also Va. Code § 2.2-3 704.1 ("A public record may be withheld from disclosure 

in its entirety only to the extent that an exclusion from disclosure under this chapter or other 

provision of law applies to the entire content of the public record."). 

The General Assembly enacted Va. Code§ 2.2-3704.1 to clarify that government 

agencies had an obligation to release responsive records even when portions of these records fell 

under an exemption and required redaction. Hawkins, 878 S.E.2d at 414. The legislature made 

this change to override the Virginia Supreme Court's prior holding that the language of VFOIA 

"creates no requirement of partial disclosure or redaction" for documents containing information 

covered by one of the enumerated exemptions. Virginia Dept. of Corrections v. Surovell, 776 

S.E.2d 579, 587 (Va. 2015). In response to the Surovell holding, the General Assembly enacted 

§ 2.2-3 704.1 requiring that "all portions of the public record that are not so excluded shall be 

disclosed." 2016 Va. Acts ch. 620. This amendment creates a system that "facilitate[s] openness 

in the administration of government" regarding requests that tangentially implicate one of the 

exemptions enumerated in the statute. See Am. Tradition Inst. v. Rector & Visitors of Univ. of 

Virginia, 287 Va. 330, 339 (2014); Va. Code§ 2.2-3700(8). VADOC's own operating 

procedures also reflect this requirement, stating that "[ s ]taff may not withhold an entire record 

when only a portion is exempt" and that V ADOC "must release the requested records with [] 

exempt information redacted." Va. Dep't of Corrections, Public Access to DOC Public Records, 

Operating Procedure 025.1 at 6 (Jan. 1, 2022), https://perma.cc/4386-CK7G. 
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As demonstrated above, V ADOC cannot assert any exemption that validly applies to the 

requested records. But at minimum, the law requires VADOC to release portions of the 

requested records that are not subject to its asserted exemptions. 

CONCLUSION 

For the foregoing reasons, Petitioners respectfully request that the Court issue a writ of 

mandamus ordering Respondent to release the requested records in full or, alternatively, to show 

cause why any portion of that record may not be produced pursuant to an applicable VFOIA 

exemption and to release all remaining records or portions of records. Petitioners also 

respectfully request that the Court award Petitioners' reasonable costs, including attorneys' fees. 

Dated: February I, 2024 
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CERTIFICATE OF SERVICE 

I certify that on or before February 2, 2024, a copy of the foregoing and any attachments 
thereto will be served by email upon the following addresses: 

docmail@vadoc.virginia.gov 
FOIA@V ADOC. virginia.gov 

If additional service is not waived by counsel for Respondent, a copy will also be served 
by private process server upon: 

Chadwick Dotson 
Department of Corrections 
6900 Atmore Drive 
Richmond, VA 23225 
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