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FBI that, to the extent that an individual had terrorist intentions that were not
previously detected, the knowledge that he or she is no longer the subject of
investigative interest could embolden him or her to carry out those intentions.
Moreover, as the FBI indicates, the fact that investigations are closed does not
mean that the subjects have necessarily been cleared of wrongdoing, as closed
cases are often reopened based on new information, As the FBI has also
explained, even if the former subjects are law-abiding, the disclosure that they had
been investigated could still provide valuable information to terrorists and terrorist
organizations about the FBI's intelligence and concerns, particularly where the
former subjects have associates whom the FBI may still be investigating based on
suspected ties to terrorist activity. As the FBI has further explained, disclosure of
the FBI's interest in the closed subject could alert such associates to the FBI’s
interest in them and lead them to destroy evidence or alter their conduct so as to
avoid detection of their future activities.

9. Third, I agree with the FBI's judgment that disclosure of the reasons
for and substance of a counterterrorism investigation—whether the initial
predicate for opening an investigation, information gained during the
investigation, or the status or results of the investigation—could also reasonably
be expected to cause significant harm to national security. As the FBI has
determined, such disclosures would reveal to subjects who are involved in or
planning to undertake terrorist activities what the FBI knows or does not know
about their plans and the threat they pose to national security. Even if the subjects
have no terrorist intentions, as the FBI has explained, disclosure of the reasons
they came under investigation may reveal sensitive intelligence information about
them, their associates, or a particular threat that would harm other investigations.
More generally, as the FBI has also explained, disclosure of the reasons for an

investigation could provide insights to persons intent on committing terrorist
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attacks as to what type of information is sufficient to trigger an inquiry by the FBI,
and what sources and methods the FBI employs to obtain information on a person.

10.  Finally, I agree with the FBI that the disclosure of certain information
that would tend to describe, reveal, confirm or deny the existence or use of FBI
investigative sources and methods, or techniques used in the counterterrorism
investigations at issue in this case could likewise be reasonably expected to cause
significant harm to national security. This aspect of my privilege assertion would
include information that would tend to reveal whether court-ordered searches or
surveillance, confidential human sources, and other investigative sources and
methods were used in a counterterrorism investigation of a particular person, the
reasons for and the status of the use of such sources and methods, and any results
derived from such methods. The disclosure of such information, as the FBI has
explained, could reveal not only the identities of particular subjects but also the
steps taken by the FBI in counterterrorism matters. I agree with the FBI’s
assessment that such information would effectively provide a road map to
adversaries on how the FBI goes about detecting and preventing terrorist attacks.

1. Any further elaboration concerning the foregoing matters on the
public record would reveal information that could cause the very harms my
assertion of the state secrets privilege is intended to prevent. The classified
Giuliano Declaration, submitted for ex parte, in camera review, provides a more
detailed explanation of the information over which I am asserting the privilege and
the harms to national security that would result from disclosure of that
information.

12. On September 23, 2009, I announced a new Executive Branch policy
governing the assertion and defense of the state secrets privilege in litigation.
Under this policy, the Department of Justice will defend an assertion of the state
secrets privilege in litigation, and seek dismissal of a claim on that basis, only

when “necessary to protect against the risk of significant harm to national
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security.” See Exhibit 1 (State Secrets Policy) 9 1(A). The policy provides further
that an application of a privilege assertion must be narrowly tailored and that
dismissal be sought pursuant to the privilege assertion only when necessary to
prevent significant harm to national security. /d. § 1(B). Moreover, “[t]he
Department will not defend an invocation of the privilege in order to: (i) conceal
violations of the law, inefficiency, or administrative error; (ii) prevent
embarrassment to a person, organization, or agency of the United States
government; (iii) restrain competition; or (iv) prevent or delay the release of
information the release of which would not reasonably be expected to cause
significant harm to national security.” /d. § 1(C). The policy also established
detailed procedures for review of a proposed assertion of the state secrets privilege
in a particular case. /d. § 2. Those procedures require submissions by the relevant
government departments or agencies specifying “(i) the nature of the information
that must be protected from unauthorized disclosure; (ii) the significant harm to
national security that disclosure can reasonably be expected to cause; [and] (iii)
the reason why unauthorized disclosure is reasonably likely to cause such harm.”
Id. § 2(A). Based on my personal consideration of the matter, [ have determined
that the requirements for an assertion and defense of the state secrets privilege

have been met in this case in accord with the September 2009 State Secrets Policy.

I declare under penalty of perjury that the foregoing is true and correct.

Executed this29th day of July, 2011, in Washington, D.C.

ERIC H. HOLDER
Attorney General of the United $tates
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EXHIBIT 1 TO DECLARATION OF
ATTORNEY GENERAL ERIC H. HOLDER
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